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Overview 

/hbCLD¦w!¢Lhb ±L! ²9. /hb{h[9 

1. Open the web browser. We recommend using "Google Chrome". 

Note: If IE is used, make sure the version is more than IE 11. 

2. Enter the IP Address in the URL field to connect to the switch and click Ϧ9ƴǘŜǊϦ key. 

Note: The ŘŜŦŀǳƭǘ Lt !ŘŘǊŜǎǎ ƛǎ ϦмфнΦмсуΦмлΦмϦΦ 

 ¢ƘŜ [ƻƎƛƴ tŀƎŜ ƛǎ ŘƛǎǇƭŀȅŜŘΦ 

 

3. 9ƴǘŜǊ ǘƘŜ ¦ǎŜǊƴŀƳŜ ŀƴŘ tŀǎǎǿƻǊŘΣ ŀƴŘ ŎƭƛŎƪ Ϧ[ƻƎƛƴϦ .ǳǘǘƻƴ ǘƻ ƭƻƎƛƴ ǘƻ ǘƘŜ ǎȅǎǘŜƳΦ 

Note: The ŘŜŦŀǳƭǘ ¦ǎŜǊƴŀƳŜ ŀƴŘ tŀǎǎǿƻǊŘ ƛǎ ŀŘƳƛƴ κ ŀŘƳƛƴΦ 

 !ŦǘŜǊ ƭƻƎƎƛƴƎ ƛƴǘƻ ǘƘŜ ǎȅǎǘŜƳΣ ǘƘŜ ϦhǾŜǊǾƛŜǿϦ ǇŀƎŜ ƛǎ ŘƛǎǇƭŀȅŜŘΦ 

 



barox Kommunikation 
 

 

τ 
 

D[h.![ C¦b/¢Lhb{ 

CƛǾŜ Ǝƭƻōŀƭ ŦǳƴŎǘƛƻƴǎ ŀǊŜ ǇǊƻǾƛŘŜŘ ƛƴ ǘƘŜ ƘŜŀŘŜǊ ŦƛŜƭŘΦ 

1.  Hide/Show Model Information 

When a low-resolution environment is used to configure the system via the web console, the 

"Model Information" field can be hidden to have a better view. 

Show Model Information: 

 

 Hide Model Information: 
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2.  Save Configuration 

!ŦǘŜǊ ŎƻƴŦƛƎǳǊƛƴƎΣ ŎƭƛŎƪ ǘƘŜ ƛŎƻƴ ǘƻ ǎŀǾŜ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴǎ ǘƻ ǘƘŜ ϦǎǘŀǊǘǳǇπŎƻƴŦƛƎϦ ŦƛƭŜΦ ¢ƘŜ 

ŎƻƴŦƛƎǳǊŀǘƛƻƴǎ ŀǊŜ ǊŜǘŀƛƴŜŘ ƛƴ ǘƘŜ ǎȅǎǘŜƳ ǳƴǘƛƭ ŀ ŦŀŎǘƻǊȅ ǊŜǎŜǘ ŘŜŦŀǳƭǘ ƛǎ ŘƻƴŜΦ 

3.  Restore Factory Default 

wŜƳƻǾŜǎ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴǎ ǎŀǾŜŘ ƛƴ ǘƘŜ ǎȅǎǘŜƳΦ !ŦǘŜǊ ǊŜǎǘƻǊƛƴƎ ŦŀŎǘƻǊȅ ŘŜŦŀǳƭǘΣ ŀƭƭ ǘƘŜ ǎŜǘǘƛƴƎǎ 

ǿƛƭƭ ōŜ ǎŜǘ ǘƻ ŘŜŦŀǳƭǘ ǾŀƭǳŜǎΦ 

4.  Reboot System 

wŜōƻƻǘǎ ǘƘŜ ŘŜǾƛŎŜ ŀƴŘ ǊŜǎǘŀǊǘǎ ǘƘŜ ǎȅǎǘŜƳΦ 

5.  System Logout 

¢Ƙƛǎ ƻǇǘƛƻƴ ŜƴŀōƭŜǎ ȅƻǳ ǘƻ ǎƛƎƴ ƻǳǘ ŦǊƻƳ ǘƘŜ ǎȅǎǘŜƳΦ ¦ǎŜǊǎ ƘŀǾŜ ǘƻ ƭƻƎƛƴ ŀƎŀƛƴ ƛŦ ǘƘŜȅ ǿŀƴǘ ǘƻ 

ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǎŜǘǘƛƴƎǎΦ 

¢ƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ŀǳǘƻπƭƻƎƻǳǘ ŀŦǘŜǊ ǘƘŜ ϦǘƛƳŜƻǳǘϦ ǘƛƳŜǊ ŜȄǇƛǊŜǎΦ ¢ƘŜ ϦǘƛƳŜƻǳǘϦ ǘƛƳŜǊ ƛǎ ŎƻƴŦƛƎǳǊŜŘ 

ƛƴ ǘƘŜ /[L ƳƻŘŜ ōȅ ǳǎƛƴƎ ǘƘŜ ϦŜȄŜŎπǘƛƳŜƻǳǘϦ ŎƻƳƳŀƴŘΦ 

¢ƘŜ ƳŀȄƛƳǳƳ ǾŀƭǳŜ ƻŦ ǘƘŜ ǘƛƳŜǊ ƛƴ ǘƘŜ ǿŜō ŎƻƴǎƻƭŜ ƛǎ ол ƳƛƴǎΦ 

! ¦{9wπCwL9b5[¸ 5!¢! ¢!.[9 

 ! ǳǎŜǊπŦǊƛŜƴŘƭȅ Řŀǘŀ ǘŀōƭŜ ƛǎ ǇǊƻǾƛŘŜŘ ƻƴ ǘƘŜ άLtǾс bŜƛƎƘōƻǊ ¢ŀōƭŜέΣ άLDat {ƴƻƻǇƛƴƎ ¢ŀōƭŜέΣ 

ά±[!b ¢ŀōƭŜέΣ ά[[5t bŜƛƎƘōƻǊ ¢ŀōƭŜέΣ ŀƴŘ άa!/ !ŘŘǊŜǎǎ ¢ŀōƭŜέΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜŎǘƛƻƴ ŘŜǘŀƛƭǎ Ƙƻǿ 

ǘƻ ǳǎŜ ǘƘŜ Řŀǘŀ ǘŀōƭŜ ŦǳƴŎǘƛƻƴǎ ǘƻ ƘŜƭǇ ǘƘŜ ǳǎŜǊǎ ǘƻ ƻōǎŜǊǾŜ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ŜŀǎƛƭȅΦ  

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŜȄŀƳǇƭŜ ƛǎ άa!/ !ŘŘǊŜǎǎ ¢ŀōƭŜέΦ 
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¶  

¦ǎŜǊǎ ǿƛƭƭ ōŜ ŀōƭŜ ǘƻ ǎŜƭŜŎǘ ŀ ǾŀƭǳŜ ǘƻ ŘƛǎǇƭŀȅ ǘƘŜ ƴǳƳōŜǊ ƻŦ ŜƴǘǊƛŜǎ ƛƴ ƻƴŜ ǇŀƎŜΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ 

ǾŀƭǳŜǎ Ŏŀƴ ōŜ ǎŜƭŜŎǘŜŘ π άмлέΣ άнрέΣ άрлέΣ ŀƴŘ άмллέ ǎŜƭŜŎǘƛƻƴǎΦ .ȅ ŘŜŦŀǳƭǘΣ άмлέ ƛǎ ǎŜƭŜŎǘŜŘΦ 

¶  

¢ƘŜ ǎŜŀǊŎƘ ƻǇǘƛƻƴ ŜƴŀōƭŜǎ ȅƻǳ ǘƻ ǎŜŀǊŎƘ ŀ ƪŜȅ ǿƻǊŘ ƛƴ ǘƘŜ ŘŀǘŀΦ Lǘ ǿƛƭƭ ǎŜŀǊŎƘ ŀƭƭ ǘƘŜ ŎƻƭǳƳƴǎ 

ŀƴŘ ƛŘŜƴǘƛŦȅ ǘƘŜ Řŀǘŀ Ǌƻǿǎ ǘƘŀǘ ƳŀǘŎƘ ǘƘŜ ǎŜŀǊŎƘ ŎǊƛǘŜǊƛŀΦ 

¶  

Lǘ ŘƛǎǇƭŀȅǎ ǘƘŜ ǘƻǘŀƭ ƴǳƳōŜǊ ƻŦ ŜƴǘǊƛŜǎ ŀƴŘ ǘƘŜ ŎǳǊǊŜƴǘ ŜƴǘǊȅ ƴǳƳōŜǊΦ 

¶  ŀƴŘ  

¢Ƙƛǎ ƻǇǘƛƻƴ ƻǊŘŜǊǎ ǘƘŜ ŦƛŜƭŘ ŦǊƻƳ ǎƳŀƭƭŜǊ ǘƻ ƭŀǊƎŜǊ ƻǊ ŦǊƻƳ ƭŀǊƎŜǊ ǘƻ ǎƳŀƭƭŜǊΦ 

¶  

/ƘŀƴƎŜǎ ǘƻ άCƛǊǎǘέΣ άtǊŜǾƛƻǳǎέΣ άbŜȄǘέΣ ƻǊ ά[ŀǎǘέ ǇŀƎŜΦ 

  

 Lƴ ŀŘŘƛǘƛƻƴ ǘƻ ǘƘŜ ŀōƻǾŜ ŦǳƴŎǘƛƻƴǎΣ άwŜŦǊŜǎƘέ ŀƴŘ ά!ǳǘƻ wŜŦǊŜǎƘέ ŦǳƴŎǘƛƻƴ ŀǊŜ ŀǾŀƛƭŀōƭŜ ŦƻǊ ŀƭƭ 

ǎǘŀǘǳǎ ǇŀƎŜ ƛƴŎƭǳŘƛƴƎ άLtǾс bŜƛƎƘōƻǊ ¢ŀōƭŜέΣ άw{¢t tƻǊǘ {ǘŀǘǳǎέΣ άtƻǊǘ {ǘŀǘǳǎέΣ άLDat {ƴƻƻǇƛƴƎ 

¢ŀōƭŜέΣ ά±[!b ¢ŀōƭŜέΣ ά¢ǊǳƴƪƛƴƎ {ǘŀǘǳǎέΣ ά[[5t bŜƛƎƘōƻǊ ¢ŀōƭŜέΣ ŀƴŘ άa!/ !ŘŘǊŜǎǎ ¢ŀōƭŜέΦ 

¶  

{ŜƭŜŎǘƛƴƎ ǘƘƛǎ ŎƘŜŎƪōƻȄ ŜƴŀōƭŜǎ ǘƘŜ ά!ǳǘƻ wŜŦǊŜǎƘέ ŦǳƴŎǘƛƻƴ ŀƴŘ ŘŜǎŜƭŜŎǘƛƴƎ ǘƘŜ ŎƘŜŎƪōƻȄ 

ŘƛǎŀōƭŜǎ ǘƘŜ ά!ǳǘƻ wŜŦǊŜǎƘέ ŦǳƴŎǘƛƻƴΦ 
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¶  

¢ƘŜ wŜŦǊŜǎƘ wŀǘŜ ƻǇǘƛƻƴ ƛǎ ŀ Ǝƭƻōŀƭ ŎƻƴŦƛƎǳǊŀōƭŜ ǾŀǊƛŀōƭŜΦ ²ƘŜƴ ǘƘŜ !ǳǘƻ wŜŦǊŜǎƘ ƻǇǘƛƻƴ ƛǎ 

ŜƴŀōƭŜŘΣ ǘƘŜ ǎǘŀǘǳǎ ǿƛƭƭ ǊŜŦǊŜǎƘ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ōŀǎŜŘ ƻƴ ǘƘŜ wŜŦǊŜǎƘ wŀǘŜ ƛƴǘŜǊǾŀƭΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ wŜŦǊŜǎƘ wŀǘŜ ƛǎ ŦǊƻƳ р ǘƻ олл ǎŜŎƻƴŘόǎύΦ 

¢ƘŜ ŘŜŦŀǳƭǘ wŜŦǊŜǎƘ wŀǘŜ ƛǎ р ǎŜŎƻƴŘǎΦ 

¶  όwŜŦǊŜǎƘ .ǳǘǘƻƴύ 

¸ƻǳ Ŏŀƴ ŎƭƛŎƪ ǘƘŜ άwŜŦǊŜǎƘέ ōǳǘǘƻƴ ǘƻ Ƴŀƴǳŀƭƭȅ ǊŜŦǊŜǎƘ ǘƘŜ ǎǘŀǘǳǎΦ 
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System 

/hbCLD¦w9 {̧ {¢9a LbChwa!¢Lhb 

 

For more information, hover the mouse over the icon in the system. 

¶ Host Name 

It is useful to identify the difference between the switches, for example: CoreSwitch01. 

The max. length for the Host Name is 32 characters. 

Note: #, \ , ', ", ? are invalid characters. 

¶ Device Description 

The Device Description is fixed and defined by the system. 

It contains the copper port number, fiber port number, and PoE information (if supported). 

¶ Switch Location 

It is useful to find the location of the switches, for example: Area01. 

The max. length for the Switch Location is 32 characters. 

Note: #, \ , ', ", ? are invalid characters. 

¶ Contact Information 

Records the information of the person responsible for this device and also the contact details. 

Note: #, \ , ', ", ? are invalid characters. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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IPv4 Settings 

 LƴǘŜǊƴŜǘ tǊƻǘƻŎƻƭ ±ŜǊǎƛƻƴ п όLtǾпύ ƛǎ ǘƘŜ ŦƻǳǊǘƘ ǾŜǊǎƛƻƴ ƻŦ ǘƘŜ LƴǘŜǊƴŜǘ tǊƻǘƻŎƻƭΦ Lǘ ƛǎ ǳǎŜŘ ƻƴ ǘƘŜ 

ǇŀŎƪŜǘπǎǿƛǘŎƘŜŘ ƴŜǘǿƻǊƪǎ ŀƴŘ ǿƛǘƘ ŎƻƴƴŜŎǘƛƻƴƭŜǎǎ ŎƻƳƳǳƴƛŎŀǘƛƻƴΦ LtǾп Ƙŀǎ ŦƻǳǊ ōȅǘŜǎ όон ōƛǘǎύ 

ŀŘŘǊŜǎǎ ŀƴŘ ǘƘŜ ŀŘŘǊŜǎǎ ǎǇŀŎŜ ƛǎ ƭƛƳƛǘŜŘ ǘƻ пΣнфпΣфстΣнфс όнонύ ǳƴƛǉǳŜ ŀŘŘǊŜǎǎŜǎΦ hƴ ǘƘŜ ƭƻŎŀƭ ŀǊŜŀ 

ƴŜǘǿƻǊƪ ό[!bύΣ ǘƘŜ άtǊƛǾŀǘŜ bŜǘǿƻǊƪέ ƛǎ ǳǎŜŘΦ Lǘ ǎǘŀǊǘǎ ŦǊƻƳ мфнΦмсуΦлΦл ŀƴŘ ǘƘŜ ŀŘŘǊŜǎǎ ǎǇŀŎŜ 

Ŏƻƴǘŀƛƴǎ срΣлнр όнмсύ Lt ŀŘŘǊŜǎǎŜǎΦ ¢ƘŜ ŦǊŀƳŜǎ Ŏŀƴ ƻƴƭȅ ōŜ ǎŜƴǘ ǘƻ ǘƘŜ Ƙƻǎǘ ƛƴ ǘƘŜ ǎŀƳŜ ǎǳōƴŜǘΦ CƻǊ 

ŜȄŀƳǇƭŜΣ ǘƘŜ ŘŜŦŀǳƭǘ Lt !ŘŘǊŜǎǎ ƻŦ ǘƘŜ ǎǿƛǘŎƘ ƛǎ άмфнΦмсуΦмлΦмέΦ ²ƘŜƴ ǘƘŜ ǳǎŜǊǎ ǿŀƴǘ ǘƻ ŎƻƴƴŜŎǘ ǘƻ 

ǘƘŜ ǿŜō ŎƻƴǎƻƭŜ ƻŦ ǘƘŜ ǎǿƛǘŎƘΣ ŀƴ Lt ŀŘŘǊŜǎǎ ŦǊƻƳ άмфнΦмсуΦмлΦнέ ǘƻ άмфнΦмсуΦмлΦнрпέ Ƴǳǎǘ ōŜ 

ŀǎǎƛƎƴŜŘ ǘƻ ǘƘŜ ƘƻǎǘΦ 

/hbCLD¦w9 Lt±п LbChwa!¢Lhb 

 

¶ IPv4 Mode 

There are 2 ways to configure IPv4 address - one is to configure a static IP address manually 

and another one is to get an IP address by DHCP. 

If the IPv4 mode is "DHCP Client", IPv4 information fields will be set to "Disabled". 

¶ IP Address 

Assigns a unique static IP Address in the subnet to access the system. 

The default IP Address is "192.168.10.1". 

¶ Subnet Mask 

Defines the type of network, to which this device is connected to. 

The default Subnet Mask is "255.255.255.0". 
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¶ Default Gateway 

The IP address of the router used to connect a LAN to a WAN. 

¶ DNS Server 

Specifies the IP address of the DNS Server so that the users can connect to another device 

based on the URL instead of the IP address. 

The default DNS Server is "8.8.8.8". It is provided by Google. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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 IPv6 Settings  

 LƴǘŜǊƴŜǘ tǊƻǘƻŎƻƭ ±ŜǊǎƛƻƴ с όLtǾсύ ƛǎ ŀ ǎƻƭǳǘƛƻƴ ǘƻ ŘŜŀƭ ǿƛǘƘ ǘƘŜ ŀŘŘǊŜǎǎ ǎǇŀŎŜ ƭƛƳƛǘŀǘƛƻƴ ƻŦ LtǾп 

ŀƴŘ ƛǘ ƛǎ ǘƘŜ Ƴƻǎǘ ǊŜŎŜƴǘ ǾŜǊǎƛƻƴ ƻŦ LƴǘŜǊƴŜǘ tǊƻǘƻŎƻƭΦ Lǘ ƛǎ ƛƴǘŜƴŘŜŘ ǘƻ ǊŜǇƭŀŎŜ LtǾпΦ LtǾс ƛǎ ŀ [ŀȅŜǊ о 

όLƴǘŜǊƴŜǘ [ŀȅŜǊύ ǇǊƻǘƻŎƻƭΣ ǿƘƛŎƘ ƛǎ ǳǎŜŘ ƻƴ ǘƘŜ ǇŀŎƪŜǘπǎǿƛǘŎƘŜŘ ƴŜǘǿƻǊƪǎ ŀƴŘ ǿƛǘƘ ŎƻƴƴŜŎǘƛƻƴƭŜǎǎ 

ŎƻƳƳǳƴƛŎŀǘƛƻƴΦ ¢ƘŜǊŜ ŀǊŜ мс ōȅǘŜǎ όмну ōƛǘǎύ ŦƻǊ ŀƴ LtǾс ŀŘŘǊŜǎǎ ŀƴŘ ǘƘŜ ŀŘŘǊŜǎǎ ǎǇŀŎŜ ƛǎ ǳǇ ǘƻ нмну 

ǳƴƛǉǳŜ ŀŘŘǊŜǎǎŜǎΦ ¢ƘŜ LtǾс ŀŘŘǊŜǎǎ ƛǎ ǳǎǳŀƭƭȅ ǊŜǇǊŜǎŜƴǘŜŘ ƛƴ ƘŜȄŀŘŜŎƛƳŀƭ ŘƛƎƛǘǎΣ у ƎǊƻǳǇǎ ƻŦ п ŘƛƎƛǘǎΣ 

ŀƴŘ ŜŀŎƘ ƎǊƻǳǇ ƛǎ ǎŜǇŀǊŀǘŜŘ ōȅ ŀ άΥέ όŎƻƭƻƴύΦ CƻǊ ŜȄŀƳǇƭŜΣ ǘƘŜ 5b{ ǎŜǊǾŜǊ ŀŘŘǊŜǎǎ ƛƴ LtǾс ƛǎ 

άнллмΥпуслΥпуслΥллллΥллллΥллллΥллллΥууууέΦ 
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¶ IPv6 Mode 

Ϧ9ƴŀōƭŜϦ ƻǊ Ϧ5ƛǎŀōƭŜϦ LtǾсΦ ²ƘŜƴ ǘƘŜ LtǾс aƻŘŜ ƛǎ ŜƴŀōƭŜŘΣ ƻǘƘŜǊ ŘŜǾƛŎŜǎ Ŏŀƴ ŎƻƴƴŜŎǘ ǘƻ ǘƘƛǎ 

ǳƴƛǘΦ 

¢ƘŜ ŘŜŦŀǳƭǘ LtǾс aƻŘŜ ƛǎ Ϧ9ƴŀōƭŜϦΦ 

¶ Default Address 

¢Ƙƛǎ ƛǎ ǘƘŜ 5ŜŦŀǳƭǘ LtǾс !ŘŘǊŜǎǎ ŦƻǊ ǘƘƛǎ ŘŜǾƛŎŜΦ Lǘ ƛǎ ŀ [ƛƴƪπ[ƻŎŀƭ ŀŘŘǊŜǎǎ ŀƴŘ ƛǎ ŀǳǘƻƳŀǘƛŎŀƭƭȅ 

ƎŜƴŜǊŀǘŜŘ ŦǊƻƳ ǘƘŜ a!/ !ŘŘǊŜǎǎ ƻŦ ǘƘŜ ŘŜǾƛŎŜΦ 

¶ IPv6 Addresses 

9ƴŀōƭŜǎ ǘƘŜ ǳǎŜǊǎ ǘƻ ŘŜŦƛƴŜ ƻǘƘŜǊ LtǾс ŀŘŘǊŜǎǎŜǎ ŦƻǊ ǘƘƛǎ ŘŜǾƛŎŜΦ  

¢ƘŜ LtǾс ŀŘŘǊŜǎǎ Ŏƻƴǘŀƛƴǎ н ǎŜŎǘƛƻƴ π LtǾс ŀŘŘǊŜǎǎ ŀƴŘ ǇǊŜŦƛȄΦ ¢ƘŜ ŘŜŦŀǳƭǘ tǊŜŦƛȄ ƛǎ спπōƛǘΦ 

Υ /ƭƛŎƪ ǘƘŜ Ǉƭǳǎ ƛŎƻƴ ǘƻ ŀŘŘ ŀ LtǾс !ŘŘǊŜǎǎ ǊƻǿΦ 

Υ /ƭƛŎƪ ǘƘŜ ǊŜƳƻǾŜ ƛŎƻƴ ǘƻ ŘŜƭŜǘŜ ǘƘŜ LtǾс !ŘŘǊŜǎǎ ǊƻǿΦ 
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¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

Lt±с b9LDI.hw ¢!.[9 

 

¶ IPv6 Address 

¢Ƙƛǎ ŦƛƭŜŘ ŘƛǎǇƭŀȅǎ ǘƘŜ LtǾс ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ƴŜƛƎƘōƻǊΦ 

¶ MAC Address 

¢Ƙƛǎ ŦƛƭŜŘ ŘƛǎǇƭŀȅǎ ǘƘŜ a!/ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ƴŜƛƎƘōƻǊΦ 

¶ State 

¢ƘŜ ŎƻƴƴŜŎǘƛƻƴ ǎǘŀǘŜ Ŏŀƴ ōŜ ά59[!¸έΣ άw9!/I!.[9έΣ ά{¢![9έΣ άC!L[95έΣ ƻǊ άtwh.9έΦ 
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System Time 

 ¢ƘŜ {ȅǎǘŜƳ ¢ƛƳŜ ǊŜǇǊŜǎŜƴǘǎ ǘƘŜ ŘŀǘŜ ŀƴŘ ǘƛƳŜΦ ¢ƘŜ ǎȅǎǘŜƳ ǳǇǘƛƳŜ ŘŜŦƛƴŜǎ ǘƘŜ ǇŀǎǎƛƴƎ ǘƛƳŜ 

ŀŦǘŜǊ ǘƘŜ ǎȅǎǘŜƳ ōƻƻǘǎ ǳǇΦ ¢ƘŜǊŜ ƛǎ ƴƻ ōŀǘǘŜǊȅ ƻƴ ǘƘŜ ǎǿƛǘŎƘ ŀƴŘ ƘŜƴŎŜ ǘƘŜ ǎȅǎǘŜƳ ǘƛƳŜ Ŏŀƴƴƻǘ ōŜ 

ǎŀǾŜŘ ƛƴ ǘƘŜ ǎȅǎǘŜƳΦ ¦ǎŜǊǎ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǘƛƳŜ ȊƻƴŜ ŀƴŘ ǎȅǎǘŜƳ ǘƛƳŜ Ƴŀƴǳŀƭƭȅ ōȅ ǎȅƴŎƘǊƻƴƛȊƛƴƎ 

ǘƘŜ ǘƛƳŜ ǿƛǘƘ ǘƘŜ ōǊƻǿǎŜǊ ƻǊ ōȅ ŜƴŀōƭƛƴƎ ǘƘŜ άb¢tέ ǎŜǊǾƛŎŜ ǘƻ ƎŜǘ ǘƘŜ ǘƛƳŜ ŦǊƻƳ ŀ b¢t {ŜǊǾŜǊΦ 

b¢t 

 bŜǘǿƻǊƪ ¢ƛƳŜ tǊƻǘƻŎƻƭ όb¢tύ ƛǎ ŀ ŎƭƻŎƪ ǎȅƴŎƘǊƻƴƛȊŀǘƛƻƴ ǇǊƻǘƻŎƻƭΣ ǿƘƛŎƘ ƛǎ ǳǎŜŘ ǘƻ ǎȅƴŎƘǊƻƴƛȊŜ 

ǘƘŜ ǎȅǎǘŜƳ ǘƛƳŜ ǿƛǘƘ ǘƘŜ b¢t ǎŜǊǾŜǊΦ b¢t ƛǎ ƻƴŜ ƻŦ ǘƘŜ ƻƭŘŜǎǘ LƴǘŜǊƴŜǘ tǊƻǘƻŎƻƭǎ ƛƴ ǳǎŜ ŦǊƻƳ мфур 

ǳƴǘƛƭ ƴƻǿΦ Lǘ ǿƻǊƪǎ ōŀǎŜŘ ƻƴ ŀ ŎƭƛŜƴǘπǎŜǊǾŜǊ ƳƻŘŜƭΣ ōǳǘ ƛǘ Ŏŀƴ ŀƭǎƻ ōŜ ǳǎŜŘ ƛƴ ǇŜŜǊπǘƻπǇŜŜǊ ǊŜƭŀǘƛƻƴǎƘƛǇǎΦ 

¢ƘŜ b¢t ŀǇǇƭƛŎŀǘƛƻƴ ƻƴ ǘƘŜ ǎǿƛǘŎƘ ƛǎ Ŧƻƭƭƻǿǎ ǘƘŜ ŎƭƛŜƴǘπǎŜǊǾŜǊ ƳƻŘŜƭ ŀƴŘ ǘƘŜ ǎǿƛǘŎƘ Ǉƭŀȅǎ ŀ ǊƻƭŜ ƛƴ ǘƘŜ 

b¢t /ƭƛŜƴǘΦ 

/hbCLD¦w9 {̧ {¢9a ¢La9 LbChwa!¢Lhb 
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¶ System Time Information 

̢ Current Time: The current date time of the system. 

̢ System Uptime: The system boot up duration. 

¶ NTP Settings 

̢ b¢t aƻŘŜ 

"Enable" or "Disable" NTP Service. If NTP Mode is enabled, the system will sync time 

with NTP Server on an hourly basis. 

̢ b¢t {ŜǊǾŜǊ 

This field displays the URL or the IP address of the host that provides the NTP Service. 

¶ Manual Time Settings 

̢ ¢ƛƳŜ ½ƻƴŜ 

Select the Time Zone to define the local time offset from GMT. 

̢ 5ŀǘŜ {ŜƭŜŎǘƻǊ 

{ŜƭŜŎǘ ǘƘŜ ǎȅǎǘŜƳ ŘŀǘŜ ƳŀƴǳŀƭƭȅΦ ¢ƘŜ ŦƻǊƳŀǘ ƛǎ ϦȅŜŀǊκƳƻƴǘƘκŘŀȅϦΦ 

̢ ¢ƛƳŜ {ŜǘǘƛƴƎ 

5ŜŦƛƴŜ ǘƘŜ ǎȅǎǘŜƳ ǘƛƳŜ ƳŀƴǳŀƭƭȅΦ ¢ƘŜ ŦƻǊƳŀǘ ƛǎ ϦƘƻǳǊΥƳƛƴǳǘŜΥǎŜŎƻƴŘϦΦ 

̢ {ȅƴŎ ǿƛǘƘ .ǊƻǿǎŜǊ 

{ŜƭŜŎǘ ǘƘŜ ŎƘŜŎƪōƻȄ ǘƻ ǎȅƴŎƘǊƻƴƛȊŜ ǘƘŜ ǎȅǎǘŜƳ ǘƛƳŜ ǿƛǘƘ ǘƘŜ ōǊƻǿǎŜǊ ǘƛƳŜΦ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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Spanning Tree 

The Spanning-Tree Protocol is a standard protocol that is defined in IEEE 802.1D. It is used to build 

a logical loop-free topology for layer-2 Networks. The basic function of the protocol is to prevent 

loops and broadcast flooding around the switches. STP allows spare links in the network design to 

provide backup paths when the active link fails and requires a convergence time of 30-50 seconds 

to recover the topology when the topology is changed. This prompted the use of Rapid Spanning-

Tree Protocol as it provides a faster convergence when the topology is changed. 

RSTP was introduced by IEEE as 802.1w. It can respond within 3 x "Hello Time" when a topology 

is changed. The "Hello Time" is a configurable value and it is very important for RSTP. The default 

RSTP value is 2 seconds and typically, the convergence time for RSTP is under 6 seconds. This is much 

better than STP and makes RSTP to be the mainstream. 

The Multiple Spanning-Tree Protocol defined in the IEEE 802.1s is an extension to RSTP for Virtual 

LANs. MSTP provides a better alternate path than STP/RSTP for different VLANs. It can make a group 

of VLANs more systemized in the topology. 

/hbCLD¦w9 w{¢t .!{L/ LbChwa!¢Lhb 

 

For more information, hover the mouse over the icon in the system. 

¶ System Time Information 

w{¢tΥ 9ƴŀōƭŜ {¢t ŀƴŘ Ǌǳƴ Ϧw{¢tϦ ŦƻǊ ǊŜŘǳƴŘŀƴŎȅΦ 

a{¢tΥ 9ƴŀōƭŜ {¢t ŀƴŘ Ǌǳƴ Ϧa{¢tϦ ŦƻǊ ǊŜŘǳƴŘŀƴŎȅΦ 

5ƛǎŀōƭŜΥ 5ƛǎŀōƭŜ {¢tΦ ¦ǎŜǊǎ ƘŀǾŜ ǘƻ ŜƴŀōƭŜ ŀƴƻǘƘŜǊ ǇǊƻǘƻŎƻƭ ǘƻ ǇǊŜǾŜƴǘ ŦǊƻƳ ƭƻƻǇΦ 

¶ Root Priority 
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Lǘ ƛǎ ǳǎŜŘ ǘƻ ŘŜŦƛƴŜ ǘƘŜ Ϧwƻƻǘ .ǊƛŘƎŜϦΦ ¢ƘŜ ōǊƛŘƎŜ ǿƛǘƘ ǘƘŜ ƭƻǿŜǎǘ wƻƻǘ tǊƛƻǊƛǘȅ ƛǎ ǘƘŜ Ϧwƻƻǘ 

.ǊƛŘƎŜϦΦ LŦ ŀƭƭ ǘƘŜ ōǊƛŘƎŜǎ ŀǊŜ ǎŜǘ ǘƻ ǘƘŜ ǎŀƳŜ wƻƻǘ tǊƛƻǊƛǘȅ ǾŀƭǳŜΣ ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ǎŜƭŜŎǘ ǘƘŜ 

wƻƻǘ .ǊƛŘƎŜ ōŀǎŜŘ ƻƴ ǘƘŜ a!/ !ŘŘǊŜǎǎŜǎΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ wƻƻǘ tǊƛƻǊƛǘȅ ƛǎ ŦǊƻƳ л ǘƻ смппл όƳǳƭǘƛǇƭŜ ƻŦ плфсύΦ 

¢ƘŜ ŘŜŦŀǳƭǘ wƻƻǘ tǊƛƻǊƛǘȅ ƛǎ онтсуΦ 

¶ Hello Time 

Lǘ ƛǎ ǾŜǊȅ ƛƳǇƻǊǘŀƴǘ ŀƴŘ ǳǎŜŘ ǘƻ ŘŜǘŜǊƳƛƴŜ ǘƘŜ ƛƴǘŜǊǾŀƭ ǘƻ ǎŜƴŘ .t5¦ όƳŀƴŀƎŜƳŜƴǘ ŦǊŀƳŜύ ǘƻ 

ŎƘŜŎƪ ǘƘŜ w{¢t ǘƻǇƻƭƻƎȅ ŀƴŘ ǎǘŀǘǳǎΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ IŜƭƭƻ ¢ƛƳŜ ƛǎ ŦǊƻƳ м ǘƻ мл ǎŜŎƻƴŘόǎύΦ 

¢ƘŜ ŘŜŦŀǳƭǘ IŜƭƭƻ ¢ƛƳŜ ƛǎ н ǎŜŎƻƴŘǎΦ 

¶ Forward Delay 

! ŘŜƭŀȅκǘƛƳŜǊ ƛǎ ǳǎŜŘ ǘƻ ŘŜǘŜǊƳƛƴŜ ǿƘŜƴ ǘƻ ŎƘŀƴƎŜ ǘƘŜ tŀǘƘ {ǘŀǘŜ ŦǊƻƳ [ŜŀǊƴƛƴƎκ[ƛǎǘŜƴƛƴƎ ǘƻ 

CƻǊǿŀǊŘƛƴƎΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ CƻǊǿŀǊŘ 5Ŝƭŀȅ ƛǎ ŦǊƻƳ п ǘƻ ол ǎŜŎƻƴŘǎΦ 

¢ƘŜ ŘŜŦŀǳƭǘ CƻǊǿŀǊŘ 5Ŝƭŀȅ ƛǎ мр ǎŜŎƻƴŘǎΦ 

¶ Maximum Age 

! ǘƛƳŜǊ ǘƘŀǘ ƛǎ ǳǎŜŘ ǘƻ ǿŀƛǘ ŦƻǊ ǘƘŜ IŜƭƭƻ .t5¦ ŦǊƻƳ ǘƘŜ wƻƻǘ .ǊƛŘƎŜΦ LŦ ǘƘƛǎ ŘŜǾƛŎŜ ǊŜŎŜƛǾŜǎ 

ǘƘŜ .t5¦ ōŜŦƻǊŜ ǘƘŜ ǘƛƳŜǊ ŜȄǇƛǊŜǎΣ ǘƘŜ ǘƛƳŜǊ ǿƛƭƭ ōŜ ǊŜǎŜǘΦ 9ƭǎŜΣ ǘƘŜ ŘŜǾƛŎŜ ǿƛƭƭ ǎŜƴŘ ǘƘŜ 

ǘƻǇƻƭƻƎȅ ŎƘŀƴƎŜŘ .t5¦ ǘƻ ƴƻǘƛŦȅ ƻǘƘŜǊ ŘŜǾƛŎŜǎΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ aŀȄƛƳǳƳ !ƎŜ ƛǎ ŦǊƻƳ с ǘƻ пл ǎŜŎƻƴŘǎΦ 

¢ƘŜ ŘŜŦŀǳƭǘ aŀȄƛƳǳƳ !ƎŜ ƛǎ нл ǎŜŎƻƴŘǎ 

 

The relationship between "Hello Time", "Forward Delay", and "Maximum Age" is: 

2 x (Forward Delay - 1 sec) >= Max Age >= 2 x (Hello Time + 1 sec) 
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For more information, hover the mouse over the icon in the system. 

¶ No. 

tƻǊǘ м ǘƻ tƻǊǘ bΣ ǿƘŜǊŜ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ ǇƻǊǘ ƴǳƳōŜǊΦ 

¶ Path Cost 

¢ƘŜ Ŏƻǎǘ ŦǊƻƳ ǘƘŜ ŎǳǊǊŜƴǘ ƴƻŘŜ ǘƻ ŀƴƻǘƘŜǊ ŘŜǾƛŎŜΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ tŀǘƘ /ƻǎǘ ƛǎ ŦǊƻƳ л ǘƻ нллллллллΦ 

¢ƘŜ ŘŜŦŀǳƭǘ tŀǘƘ /ƻǎǘ ƛǎ лΦ ¢Ƙƛǎ ƛƳǇƭƛŜǎ ǘƘŀǘ ǘƘŜ tŀǘƘ /ƻǎǘ ƛǎ ŘŜŎƛŘŜŘ ōȅ ǘƘŜ ǎȅǎǘŜƳΦ 

¶ Port Priority 

¦ǎŜŘ ǘƻ ŘŜŎƛŘŜ ǘƘŜ ǇƻǊǘ ǘƻ ōŜ ōƭƻŎƪŜŘ ƛƴ ǘƘŜ wƛƴƎ ǘƻǇƻƭƻƎȅΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ wƻƻǘ tǊƛƻǊƛǘȅ ƛǎ ŦǊƻƳ л ǘƻ нпл ŀƴŘ ŀǊŜ ƛƴ ƳǳƭǘƛǇƭŜ ƻŦ мсΦ 

¢ƘŜ ŘŜŦŀǳƭǘ wƻƻǘ tǊƛƻǊƛǘȅ ƛǎ мнуΦ 
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¶ Admin P2P 

¢ƘŜ !ŘƳƛƴ tнt ƛǎ ǘƘŜ ƭƛƴƪπǘȅǇŜ ŦƻǊ ŜŀŎƘ ǇƻǊǘΦ  

tнtΥ Lǘ ƛǎ ŀ ŦǳƭƭπŘǳǇƭŜȄ ƭƛƴƪΦ  

{ƘŀǊŜŘΥ Lǘ ƛǎ ŀ ƘŀƭŦπŘǳǇƭŜȄ ƭƛƴƪΦ 

¶ Edge 

! ǇƻǊǘ ǘƘŀǘ Ŏŀƴ ŎƻƴƴŜŎǘ ǘƻ ŀ ƴƻƴπ{¢t ŘŜǾƛŎŜ ƛǎ ŎŀƭƭŜŘ ŀƴ 9ŘƎŜ ǇƻǊǘΦ ¦ǎŜǊǎ Ŏŀƴ Ƴŀƴǳŀƭƭȅ ŦƛȄ ŀ 

ǇƻǊǘ ǘƻ ƴƻƴπ9ŘƎŜ ƻǊ 9ŘƎŜΦ 

!ǳǘƻΥ ¢ƘŜ ǎȅǎǘŜƳ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƛŘŜƴǘƛŦƛŜǎ ŀƴ 9ŘƎŜ ƻǊ bƻƴπ9ŘƎŜΦ 

9ŘƎŜΥ ¢ƘŜ ǇƻǊǘ ƛǎ ŦƻǊŎŜŘ ǘƻ ōŜ ŀƴ 9ŘƎŜ ǇƻǊǘΦ !ƴ ŜŘƎŜ ǇƻǊǘ ǿƛƭƭ ŘƛǊŜŎǘƭȅ ōŜ ǘǊŀƴǎƛǘƛƻƴŜŘ ǘƻ ǘƘŜ 

ϦCƻǊǿŀǊŘƛƴƎϦ ǎǘŀǘŜ ŀƴŘ ƛǎ ƴƻǘ ǊŜǉǳƛǊŜŘ ǘƻ ǿŀƛǘ ŦƻǊ ǘƘŜ ϦCƻǊǿŀǊŘ 5ŜƭŀȅϦΦ LŦ ŀ ǇƻǊǘ ƛǎ ŘƛǊŜŎǘƭȅ 

ŎƻƴƴŜŎǘŜŘ ǘƻ ŀ ƴƻƴπ{¢t ŘŜǾƛŎŜΣ ǳǎŜǊǎ Ŏŀƴ Ƴŀƴǳŀƭƭȅ ǎŜǘ ƛǘ ǘƻ Ϧ9ŘƎŜϦ ŀƴŘ ŜƴŀōƭŜ ƛǘ ǘƻ ǘǊŀƴǎƳƛǘ 

ŦŀǎǘŜǊΦ 

bƻƴπ9ŘƎŜΥ ¢ƘŜ ǇƻǊǘ ƛǎ ŦƻǊŎŜŘ ǘƻ ōŜ ŀ bƻƴπ9ŘƎŜ ǇƻǊǘΦ ¢Ƙƛǎ ƛƳǇƭƛŜǎ ǘƘŀǘ ǘƘŜ ǇƻǊǘ ǿƛƭƭ Ǝƻ ǘƘǊƻǳƎƘ 

[ŜŀǊƴƛƴƎκ[ƛǎǘŜƴƛƴƎ ǘƻ CƻǊǿŀǊŘƛƴƎ ǎǘŀǘŜ ŜǾŜƴ ǘƘƻǳƎƘ ƛǘ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ŀƴ ŜƴŘ ŘŜǾƛŎŜ ƻǊ ƴƻǘΦ 

¶ Admin STP 

Ϧ9ƴŀōƭŜϦ ƻǊ Ϧ5ƛǎŀōƭŜϦ ǘƘŜ {ǇŀƴƴƛƴƎπǘǊŜŜ ǇǊƻǘƻŎƻƭ ǘƘŀǘ ƛǎ ǊǳƴƴƛƴƎ ƻƴ ǘƘŜ ǎǇŜŎƛŦƛŎ ǇƻǊǘΦ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

w{¢t {¢!¢¦{ 

 

¶ Bridge ID 

¢Ƙƛǎ ŦƛŜƭŘ ǎƘƻǿǎ ǘƘŜ ǳƴƛǉǳŜ ƛŘŜƴǘƛǘȅ ƻŦ ǘƘƛǎ ƴƻŘŜ ǿƘŜƴ ƛǘ ƛǎ ǇŀǊǘ ƻŦ ŀ ƴŜǘǿƻǊƪΦ Lǘ Ŏƻƴǘŀƛƴǎ у 

ōȅǘŜǎ π ǘƘŜ ŦƛǊǎǘ н ōȅǘŜǎ ŀǊŜ ŦƻǊ .ǊƛŘƎŜ tǊƛƻǊƛǘȅ όŎƻƴŦƛƎǳǊŀōƭŜύ ŀƴŘ ǘƘŜ ǊŜƳŀƛƴƛƴƎ с ōȅǘŜǎ ŀǊŜ ŦƻǊ 

ǘƘŜ a!/ !ŘŘǊŜǎǎ όǳƴƛǉǳŜύΦ 
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¶ Root Bridge 

Lǘ ƛǎ ŜƭŜŎǘŜŘ ŦǊƻƳ ǘƘŜ ǎǿƛǘŎƘŜǎ ƛƴ ǘƘŜ {¢t ǘƻǇƻƭƻƎȅ Ǿƛŀ ǎŜǾŜǊŀƭ {¢t ƳŜǎǎŀƎŜǎ ό.t5¦ύΦ ¢ƘŜ wƻƻǘ 

.ǊƛŘƎŜ ƛǎ ǘƘŜ ƴƻŘŜ ǿƛǘƘ ǘƘŜ ƭƻǿŜǎǘ wƻƻǘ tǊƛƻǊƛǘȅΦ LŦ ŀƭƭ ƻŦ ǘƘŜ ƴƻŘŜǎ ŀǊŜ ǿƛǘƘ ǘƘŜ ǎŀƳŜ wƻƻǘ 

tǊƛƻǊƛǘȅΣ ǘƘŜ wƻƻǘ .ǊƛŘƎŜ ǿƛƭƭ ōŜ ǎŜƭŜŎǘŜŘ ōŀǎŜŘ ƻƴ ǘƘŜƛǊ a!/ !ŘŘǊŜǎǎŜǎΦ 

¶ Root Priority 

Lǘ ƛǎ ǳǎŜŘ ǘƻ ŘŜŦƛƴŜ ǘƘŜ Ϧwƻƻǘ .ǊƛŘƎŜϦΦ ¢ƘŜ ōǊƛŘƎŜ ǿƛǘƘ ǘƘŜ ƭƻǿŜǎǘ wƻƻǘ tǊƛƻǊƛǘȅ ƛǎ ǘƘŜ Ϧwƻƻǘ 

.ǊƛŘƎŜϦΦ LŦ ŀƭƭ ōǊƛŘƎŜǎ ŀǊŜ ǎŜǘ ǘƻ ǘƘŜ ǎŀƳŜ wƻƻǘ tǊƛƻǊƛǘȅ ǾŀƭǳŜΣ ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ǎŜƭŜŎǘ ǘƘŜ wƻƻǘ 

.ǊƛŘƎŜ ōŀǎŜŘ ƻƴ ǘƘŜ a!/ !ŘŘǊŜǎǎŜǎΦ 

¶ Root Port 

Lǘ ƛǎ ǘƘŜ ǇƻǊǘ ǘƘŀǘ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ wƻƻǘ .ǊƛŘƎŜ ŀƴŘ ǿƛǘƘ ǘƘŜ ƭƻǿŜǎǘ ŎƻǎǘΦ LŦ ǘƘŜ wƻƻǘ tƻǊǘ 

ǎƘƻǿǎ ϦƴƻƴŜϦΣ ƛǘ ƛƳǇƭƛŜǎ ǘƘƛǎ ƴƻŘŜ ƛǎ ǘƘŜ wƻƻǘ .ǊƛŘƎŜΦ 

¶ Root Path Cost 

Lǘ ƛǎ ǘƘŜ Ŏƻǎǘ ŦǊƻƳ ǘƘŜ ŎǳǊǊŜƴǘ ƴƻŘŜ ǘƻ ǘƘŜ wƻƻǘ .ǊƛŘƎŜΦ 

¶ Hello Time 

Lǘ ƛǎ ǳǎŜŘ ǘƻ ŘŜǘŜǊƳƛƴŜ ǘƘŜ ƛƴǘŜǊǾŀƭ ǘƻ ǎŜƴŘ .t5¦ όƳŀƴŀƎŜƳŜƴǘ ŦǊŀƳŜύ ǘƻ ŎƘŜŎƪ ǘƘŜ w{¢t 

ǘƻǇƻƭƻƎȅ ŀƴŘ ǎǘŀǘǳǎΦ 

¶ Forward Delay 

Lǘ ƛǎ ǳǎŜŘ ǘƻ ŘŜǘŜǊƳƛƴŜ ǿƘŜƴ ǘƻ ŎƘŀƴƎŜ ǘƘŜ tŀǘƘ {ǘŀǘŜ ŦǊƻƳ [ŜŀǊƴƛƴƎκ[ƛǎǘŜƴƛƴƎ ǘƻ CƻǊǿŀǊŘƛƴƎΦ 

¶ Max Age 

Lǘ ƛǎ ǳǎŜŘ ŘǳǊƛƴƎ ǿŀƛǘƛƴƎ ŦƻǊ IŜƭƭƻ .t5¦ ŦǊƻƳ ǘƘŜ wƻƻǘ .ǊƛŘƎŜΦ 

 

¶ No. 

tƻǊǘ м ǘƻ tƻǊǘ bΣ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ ǇƻǊǘ ƴǳƳōŜǊΦ 
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¶ Role 

¢Ƙƛǎ ŦƛŜƭŘ ǎƘƻǿǎ ǘƘŜ ǊƻƭŜ ƻŦ ǘƘŜ {¢t ǇƻǊǘΦ 

wƻƻǘΥ ¢Ƙƛǎ ƛǎ ǘƘŜ Ǌƻƻǘ ǇƻǊǘΣ ǿƘƛŎƘ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ wƻƻǘ .ǊƛŘƎŜ ǿƛǘƘ ǘƘŜ ƭƻǿŜǎǘ ŎƻǎǘΦ 

5ŜǎƛƎƴŀǘŜŘΥ ¢Ƙƛǎ ƛǎ ǘƘŜ ŘŜǎƛƎƴŀǘŜŘ ǇƻǊǘΣ ǿƘƛŎƘ Ŏŀƴ ǎŜƴŘ ǘƘŜ ōŜǎǘ .t5¦ ƻƴ ǘƘŜ ǎŜƎƳŜƴǘ ǘƻ 

ƻǘƘŜǊ ŎƻƴƴŜŎǘŜŘ ƴƻŘŜǎΦ 

!ƭǘŜǊƴŀǘŜΥ ¢Ƙƛǎ ƛǎ ǘƘŜ ŀƭǘŜǊƴŀǘŜ ǇƻǊǘΣ ǿƘƛŎƘ ƛǎ ōƭƻŎƪŜŘΦ ¢Ƙƛǎ ǇƻǊǘ Ŏŀƴ ǎǘƛƭƭ ǊŜŎŜƛǾŜ ǳǎŜŦǳƭ .t5¦ 

ŦǊƻƳ ŀƴƻǘƘŜǊ ōǊƛŘƎŜΦ ²ƘŜƴ ƛǘ ǊŜŎŜƛǾŜǎ ŀ ǳǎŜŦǳƭ .t5¦Σ ƛǘ ǿƛƭƭ ƘŜƭǇ ǘƻ ŦƻǊǿŀǊŘ ƛǘ ƻƴ ǘƘŜ ǎŜƎƳŜƴǘΦ 

.ŀŎƪǳǇΥ ¢Ƙƛǎ ƛǎ ǘƘŜ ōŀŎƪǳǇ ǇƻǊǘΣ ǿƘƛŎƘ ƛǎ ōƭƻŎƪŜŘΦ Lǘ ŎƻǊǊŜǎǇƻƴŘǎ ǿƛǘƘ ά!ƭǘŜǊƴŀǘŜ tƻǊǘέ ǘƻ ǘƘŜ 

ōƭƻŎƪƛƴƎ ǎǘŀǘŜΦ ¢Ƙƛǎ ǇƻǊǘ ŀƭǎƻ ǊŜŎŜƛǾŜǎ ǳǎŜŦǳƭ .t5¦Σ ōǳǘ ǘƘŜ .t5¦ ƛǎ ŦǊƻƳ ǘƘŜ ǎŀƳŜ ōǊƛŘƎŜΦ 

²ƘŜƴ ƛǘ ǊŜŎŜƛǾŜǎ ŀ ǳǎŜŦǳƭ .t5¦Σ ƛǘ ǿƛƭƭ ƘŜƭǇ ǘƻ ŦƻǊǿŀǊŘ ƛǘ ƻƴ ǘƘŜ ǎŜƎƳŜƴǘΦ 

5ƛǎŀōƭŜŘΥ ¢ƘŜ ǇƻǊǘ ƛǎ ƴƻǘ ƭƛƴƪŜŘ ǳǇΦ 

¶ Path State 

¢Ƙƛǎ ŦƛŜƭŘ ǎƘƻǿǎ ǘƘŜ ǇŀǘƘ ǎǘŀǘŜ ƻŦ ǘƘƛǎ {¢t ǇƻǊǘΦ 

5ƛǎŎŀǊŘƛƴƎΥ ¢ƘŜ ǇƻǊǘ ǎǘŀǘŜ Ŏŀƴ ōŜ ά5ƛǎŀōƭŜŘέΣ ά.ƭƻŎƪƛƴƎέΣ ƻǊ ά[ƛǎǘŜƴƛƴƎέΦ ¢ƘŜ ƛƴŎƻƳƛƴƎ ŦǊŀƳŜǎ 

ŀǊŜ ŘǊƻǇǇŜŘ ŀƴŘ ƭŜŀǊƴƛƴƎ a!/ ŀŘŘǊŜǎǎŜǎ ŀǊŜ ǎǘƻǇǇŜŘΦ 

[ŜŀǊƴƛƴƎΥ ¢ƘŜ ǇƻǊǘ ƛǎ ƭŜŀǊƴƛƴƎ a!/ ŀŘŘǊŜǎǎŜǎΣ ōǳǘ ǘƘŜ ƛƴŎƻƳƛƴƎ ŦǊŀƳŜǎ ŀǊŜ ŘǊƻǇǇŜŘΦ 

CƻǊǿŀǊŘƛƴƎΥ ¢ƘŜ ǇƻǊǘ ƛƴ ǘƘŜ ŦƻǊǿŀǊŘƛƴƎ ǎǘŀǘŜ ŦƻǊǿŀǊŘǎ ǘƘŜ ƛƴŎƻƳƛƴƎ ŦǊŀƳŜǎ ōŀǎŜŘ ƻƴ ǘƘŜ 

ƭŜŀǊƴŜŘ a!/ ŀŘŘǊŜǎǎ ǘŀōƭŜΦ 

¶ Port Cost 

¢Ƙƛǎ ƛǎ ǘƘŜ Ŏƻǎǘ ŦǊƻƳ ǘƘŜ ǇƻǊǘ ǘƻ ǘƘŜ wƻƻǘ .ǊƛŘƎŜΦ {ǇŀƴƴƛƴƎπǘǊŜŜ tǊƻǘƻŎƻƭ ŀǎǎǳƳŜǎ ǘƘŜ ǇŀǘƘ 

Ŏƻǎǘ ƛǎ ŘŜǘŜǊƳƛƴŜŘ ōȅ ǘƘŜ ŀŎŎŜǎǎ ǎǇŜŜŘǎ ƻŦ ǘƘŜ ƭƛƴƪǎΦ ¢ƘŜ ŘŜŦŀǳƭǘ w{¢t ǇŀǘƘ Ŏƻǎǘ ƛǎ ǎƘƻǿƴ ƛƴ 

ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜΥ 

{ǇŜŜŘ w{¢t tŀǘƘ /ƻǎǘ {ǇŜŜŘ w{¢t tŀǘƘ /ƻǎǘ 

п aōǇǎ рΣлллΣллл мллл aōǇǎ όмDōǇǎύ нлΣллл 

мл aōǇǎ нΣлллΣллл нллл aōǇǎ όн DōǇǎύ млΣллл 

мс aōǇǎ мΣнрлΣллл млллл aōǇǎ όмл DōǇǎύ нΣллл 

млл aōǇǎ нллΣллл  

¶ Port Priority 

¢ƘŜ tƻǊǘ tǊƛƻǊƛǘȅ ƛǎ ǳǎŜŘ ǘƻ ŘŜǘŜǊƳƛƴŜ ǘƘŜ wƻƻǘ tƻǊǘ ƻƴ ŀ ƴƻƴπǊƻƻǘ ōǊƛŘƎŜΦ ¢ƘŜ ǇƻǊǘ ǿƛǘƘ ǘƘŜ 

ƭƻǿŜǎǘ tƻǊǘ tǊƛƻǊƛǘȅ ǾŀƭǳŜ ƎŜǘǎ ǘƘŜ ƘƛƎƘŜǊ ǇǊƛƻǊƛǘȅΦ 

¶ Oper. P2P 

¢Ƙƛǎ ŦƛŜƭŘ ǎƘƻǿǎ ǘƘŜ ƭƛƴƪπǘȅǇŜ ƻŦ ǘƘŜ {¢t ǇƻǊǘΦ tнt ƳŜŀƴǎ άǇƻƛƴǘπǘƻπǇƻƛƴǘέ ŀƴŘ {ƘŀǊŜŘ ƳŜŀƴǎ 

άǇƻƛƴǘπǘƻπƳǳƭǘƛǇƭŜέΦ 

¶ Oper. Edge 

¢Ƙƛǎ ŦƛŜƭŘ ǎƘƻǿǎ ǘƘŜ ŜŘƎŜ ǎǘŀǘŜ ƻŦ ǘƘƛǎ {¢t ǇƻǊǘΦ 

/hbCLD¦w9 a{¢L LbChwa!¢Lhb 
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For more information, hover the mouse over the icon in the system. 

¶ Basic Settings 

̢ wŜƎƛƻƴ bŀƳŜ 

¢ƘŜ wŜƎƛƻƴ bŀƳŜ ƛǎ ǘƘŜ ƴŀƳŜ ƻŦ ǘƘŜ a{¢ wŜƎƛƻƴΦ ¢ƘŜ ǎǿƛǘŎƘŜǎ ƛƴ ǘƘŜ ǎŀƳŜ a{¢ wŜƎƛƻƴ 

Ƴǳǎǘ ōŜ ǎŜǘ ǘƻ ǘƘŜ ǎŀƳŜ wŜƎƛƻƴ bŀƳŜΦ 

The max. length for the wŜƎƛƻƴ bŀƳŜ is 32 characters. 

Note: #, \ , ', ", ? are invalid characters. 

̢ wŜǾƛǎƛƻƴ bǳƳōŜǊ 

¢ƘŜ wŜǾƛǎƛƻƴ bǳƳōŜǊ ƛǎ ǘƘŜ ƭŜǾŜƭ ƻŦ ǘƘŜ a{¢ wŜǾƛǎƛƻƴΦ ¢ƘŜ ǎǿƛǘŎƘŜǎ ƛƴ ǘƘŜ ǎŀƳŜ a{¢ 

wŜƎƛƻƴ Ƴǳǎǘ ōŜ ǎŜǘ ǘƻ ǘƘŜ ǎŀƳŜ wŜǾƛǎƛƻƴ bǳƳōŜǊΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ wŜǾƛǎƛƻƴ bǳƳōŜǊ ƛǎ ŦǊƻƳ л ǘƻ сррорΦ 

The default wŜǾƛǎƛƻƴ bǳƳōŜǊ is 0. 
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¶ Instance Settings 

̢ LƴǎǘŀƴŎŜ bƻΦ 

¢ƘŜ LƴǎǘŀƴŎŜ bƻΦ ƛǎ ŦǊƻƳ м ǘƻ мрΦ 

̢ LƴŎƭǳŘŜŘ ±[!b 

¢ƘŜ ŎƻƴŦƛƎǳǊŜŘ ±[!bǎ ŀǊŜ ƛƴǾƻƭǾŜŘ ƛƴ ǘƘŜ ǎǇŜŎƛŦƛŎ LƴǎǘŀƴŎŜΦ 

¢ƘŜ ŦƻǊƳŀǘ ƛǎΥ млΣ нлΣ олΧΦ ά/ƻƳƳŀέ ƛǎ ǳǎŜŘ ǘƻ ǎŜǇŀǊŀǘŜ ±[!b L5ǎΦ 

̢ tǊƛƻǊƛǘȅ 

¢ƘŜ ǇǊƛƻǊƛǘȅ ƛǎ ǳǎŜŘ ǘƻ ŘŜŦƛƴŜ ǘƘŜ άwƻƻǘ .ǊƛŘƎŜέ ǘƘŀǘ ƛǎ ǳǎŜŘ ǘƻ ŎƻƳƳǳƴƛŎŀǘŜ ǿƛǘƘ 

ƻǘƘŜǊ a{¢L wŜƎƛƻƴΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ wƻƻǘ tǊƛƻǊƛǘȅ ƛǎ ŦǊƻƳ л ǘƻ смппл όƳǳƭǘƛǇƭŜ ƻŦ плфсύΦ 

¢ƘŜ ŘŜŦŀǳƭǘ wƻƻǘ tǊƛƻǊƛǘȅ ƛǎ онтсуΦ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

/hbCLD¦w9 a{¢L thw¢ LbChwa!¢Lhb 
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For more information, hover the mouse over the icon in the system. 

¶ Instance Selector 

{ŜƭŜŎǘ ǘƘŜ ƛƴǎǘŀƴŎŜ ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǇƻǊǘǎΦ ¢ƘŜ LƴǎǘŀƴŎŜ bƻΦ ƛǎ ŦǊƻƳ м ǘƻ мрΦ 

¶ No. 

tƻǊǘм ǘƻ tƻǊǘbΣ ǿƘŜǊŜ b ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǘƻǘŀƭ ǇƻǊǘ ƴǳƳōŜǊΦ 

¶ Path Cost 

¢ƘŜ tŀǘƘ /ƻǎǘ ƛǎ ǘƘŜ Ŏƻǎǘ ŦǊƻƳ ǘƘŜ ŎǳǊǊŜƴǘ ƴƻŘŜ ǘƻ ŀƴƻǘƘŜǊ ŘŜǾƛŎŜΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ tŀǘƘ /ƻǎǘ ƛǎ ŦǊƻƳ л ǘƻ нллллллллΦ 

¢ƘŜ ŘŜŦŀǳƭǘ tŀǘƘ /ƻǎǘ ƛǎ лΦ ¢Ƙƛǎ ƛƳǇƭƛŜǎ ǘƘŀǘ ǘƘŜ tŀǘƘ /ƻǎǘ ƛǎ ŘŜŎƛŘŜŘ ōȅ ǘƘŜ ǎȅǎǘŜƳΦ 

¶ Port Priority 

¢Ƙƛǎ ƛǎ ǳǎŜŘ ǘƻ ƛŘŜƴǘƛŦȅ ǘƘŜ ǇƻǊǘ ǘƻ ōŜ ōƭƻŎƪŜŘ ƛƴ ǘƘŜ wƛƴƎ ǘƻǇƻƭƻƎȅΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ wƻƻǘ tǊƛƻǊƛǘȅ ƛǎ ŦǊƻƳ л ǘƻ нпл ŀƴŘ ƛǎ ƛƴ ƳǳƭǘƛǇƭŜǎ ƻŦ мсΦ 

¢ƘŜ ŘŜŦŀǳƭǘ wƻƻǘ tǊƛƻǊƛǘȅ ƛǎ мнуΦ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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ERPS 

Ethernet Ring Protection Switching (ERPS) applies the protection switching mechanism for 

Ethernet traffic in a ring topology. This mechanism is defined in ITU-T G8032. You can avoid the 

possible loops in a network by implementing the ERPS function. This is done by blocking the flow of 

traffic to the Ring Protection Link (RPL) there by protecting the entire Ethernet ring. 

 When an ERPS is implemented in a ring topology, only one switch is allocated as the owner. 

This switch is in charge of blocking the traffic in the RPL to avoid loops. The switch adjacent to the 

RPL owner is called the RPL neighbor node and it is responsible for blocking the end of the RPL during 

normal condition. The participating switches that are adjacent to the RPL owner or neighbor in a ring 

are called the members or RPL next-neighbor nodes. The primary function of these switches is to 

forward the received traffic. 

 To make sure that a ring is up and loop-free, Ring Automatic Protection Switching message is 

sent regularly as control messages by nodes on the ring. The RPL owner identifies a signal failure (SF) 

in a ring when the RPL owner misses the poll packets or reads from the fault detection packets. When 

the fault is identified, the RPL owner unblocks the ring protection link (RPL) and permits the protected 

VLAN traffic through. 

 ERPS, similar to STP, provides a loop-free network by using polling packets to detect faults. If a 

fault occurs, ERPS restores itself by sending traffic over a protected reverse path rather than making 

a calculation to identify the forwarding path. The fault detection mechanism in the ERPS enables the 

ERPS to join in less than 50 milliseconds and recovers quickly to forward traffic. 
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For more information, hover the mouse over the icon in the system. 

¶ ERPS Ring 

There are three rings supported on a device. Using the dropdown select to change the ERPS 

Rings. 

¶ Basic Settings 

̢ 9wt{ {ǘŀǘǳǎ 

άEnableέ or άDisableέ ERPS protocol running on the switch. By default, the ERPS 

protocol is enabled. 

̢ wƛƴƎ ¢ȅǇŜ 

Configure the Ring to be a άMajor-ringέ or a άSub-ringέ. 

̢ 9wt{ tƻǊǘ л 

The ERPS Port 0 is also called άWest tƻǊǘέ. Select one of the switch ports to be the Port 

0 of ERPS and decide the role of the port. 

̢ 9wt{ tƻǊǘ м 

The ERPS Port 1 is also called άEast tƻǊǘέ. Select one of the switch ports to be the Port 

1 of ERPS and decide the role of the port. 
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Note: Only One of the switch ports can be configured as ERPS Port 0 or ERPS Port 1. 

Role Description 

Owner 

There is only one άOwnerέ in the ERPS ring topology. The Owner 

is responsible for blocking the traffic in RPL and protects one side 

of the RPL. 

Neighbor 

There is only one άNeighborέ in the ERPS ring topology. The 

Neighbor is the port connected with the Owner port and protects 

another side of the RPL. 

Interconnection 

The Interconnection port connects a major-ring and a sub-ring. If 

one of the ports on the switch is set to άInterconnectionέ role, the 

other port will be set to άDisabledέ automatically. 

None 
The άNoneέ implies that the port is other than an Owner or a 

Neighbor. 

̢ 9wt{ wƛƴƎ L5 

The ID is the identifier of the ring. The members in the same ring must be set to the 

same ERPS Ring ID. 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ 9wt{ wƛƴƎ L5 ƛǎ ŦǊƻƳ м ǘƻ нофΦ 

The default 9wt{ wƛƴƎ L5 is 1. 

̢ wπ!t{ /ƘŀƴƴŜƭ 

The R-APS Channel is used to forward ERPS information and is mapped to the VLAN 

IDs. These VLAN IDs cannot be set as traffic VLAN ID. The members in the same ring 

must be set to the same R-APS Channel. 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ R-APS Channel ƛǎ ŦǊƻƳ м ǘƻ плфпΦ 

The default R-APS Channel is 1000. 

¶ Advanced Settings 

The Advanced Settings field is only displayed when the άAdvanced Settingsέ checkbox is 

selected in the Basic Settings. 

̢ aŀƧƻǊπwƛƴƎ ±ƛǊǘǳŀƭ /ƘŀƴƴŜƭ 

This field is used to configure the specific virtual channel for transmitting the 

management packets of the sub-ring through the major-ring. 

̢ {ǳōπwƛƴƎ ±ƛǊǘǳŀƭ /ƘŀƴƴŜƭ 

άEnableέ or άDisableέ using virtual channel in the sub-ring. When the Sub-Ring Virtual 

Channel is enabled, ERPS protocol will transmit management packets by the 

configured virtual channel. 

̢ wŜǾŜǊǘƛǾŜ aƻŘŜ 

άEnableέ or άDisableέ the ERPS Revertive Mode. If the Revertive Mode is enabled, the 

blocked link will revert to the RPL link after the failed link is recovered. 

By default, the ERPS Revertive Mode is enabled. 
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̢ a9[ ±ŀƭǳŜ 

The MEL implies the MEG Level. The MEL is a field in the R-APS PDU. A large MEL value 

involves more devices. For example, level 7 contains levels 0 to 6. 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ MEL Value ƛǎ ŦǊƻƳ л ǘƻ тΦ 

The default MEL Value is 7. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

9wt{ {¢!¢¦{ 

 

¶ ERPS Ring 

There are three rings supported on a device. Using the dropdown select to change the ERPS 

Rings. 

¶ Basic Information 

̢ wƛƴƎ ¢ȅǇŜ 

The type of the selected ERPS Ring shows άMajor-ringέ, άSub-ring with virtual 

channelέ, or άSub-ring without virtual channelέ. 

̢ 9wt{ {ǘŀǘǳǎ 

¢ƘŜ ǎǘŀǘǳǎ ƻŦ 9wt{ ƛǎ ά9ƴŀōƭŜέ ƻǊ ά5ƛǎŀōƭŜέ ƛƴ ǘƘŜ ǎŜƭŜŎǘŜŘ 9wt{ wƛƴƎΦ 
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̢ wƛƴƎ {ǘŀǘŜ 

¢ƘŜǊŜ ŀǊŜ ǘǿƻ ǎǘŀǘŜǎ ŦƻǊ 9wt{ wƛƴƎǎΥ bƻǊƳŀƭ ŀƴŘ !ōƴƻǊƳŀƭΦ 

̢ bƻŘŜ {ǘŀǘŜ 

¢ƘŜǊŜ ŀǊŜ ǘƘǊŜŜ ǎǘŀǘŜǎ ŦƻǊ 9wt{ bƻŘŜǎΥ LƴƛǘƛŀƭΣ LŘƭŜΣ tŜƴŘƛƴƎΣ ŀƴŘ tǊƻǘŜŎǘƛƻƴΦ 

State Description 

Initial The ERPS protocol is disabled in the selected ring. 

Idle 
The ERPS protocol is enabled in the selected ring and the ERPS 

ring is under control by the RPL Owner. 

Pending 

The ERPS protocol is enabled in the selected ring. The ERPS ring is 

recovery from Protection state and is waiting for the wtr timer 

expired. 

Protection 

The ERPS protocol is enabled in the selected ring but one of the 

links in the ring is broken. The RPL changes to forward to keep the 

ring working. 

̢ 9wt{ wƛƴƎ L5 

¢ƘŜ L5 ƛǎ ǘƘŜ ƛŘŜƴǘƛǘȅ ŦƻǊ ǘƘŜ ǎŜƭŜŎǘŜŘ 9wt{ wƛƴƎΦ 

̢ wπ!t{ /ƘŀƴƴŜƭ 

This field shows the configured R-APS Channel. 

̢ ±ƛǊǘǳŀƭ /ƘŀƴƴŜƭ 

This field shows the virtual channel of sub-ring. If the field shows άdefaultέ implies the 

virtual channel follows the R-APS Channel. 

̢ wŜǾŜǊǘƛǾŜ aƻŘŜ 

Show the Revertive Mode is enabled (Yes) or disabled (No). 

̢ a9[ ±ŀƭǳŜ 

¢ƘŜ ŦƛŜƭŘ ƛǎ ǘƘŜ ŎƻƴŦƛƎǳǊŜŘ a9[ ǾŀƭǳŜΦ 

¶ Port Status 

̢ LƴǘŜǊŦŀŎŜ 

The configured port presents the ERPS port 0/1 in the ERPS protocol. 

̢ wƻƭŜ 

Display the configured role for the configured port. 
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SNMP 

 Simple Network Management Protocol (SNMP) is a standard for collecting and structuring 

information on the managed devices of the IP network. It can also modify some of the information 

to change the behavior of the devices. SNMP is usually used in monitoring the network. The users 

can remotely query the information provided by the devices running SNMP.  

 The switches support SNMP v1, v2c, and v3. SNMP v1 and v2c authenticates with a community 

ǎǘǊƛƴƎ ŦƻǊ άread-onlyέ ƻǊ άread-writeέ ǇŜǊƳƛǎǎƛƻƴΦ ¢ƘŜ SNMP v3 authentication requires to select an 

authentication level (MD5 or SHA) and also supports data encryption to make the data safer. 

 For the SNMP version and authentication method relationship, refer to the table below: 

Version  Web Setting  Authentication  Encryption  Method  

v1 &  

v2c 

Read Only Community Community String No String match for authentication 

Read-Write Community Community String No String match for authentication 

v3 

Security Level ς  

No Authentication, No 

Privacy 

No No 
Access by an account (admin or 

user) 

Security Level ς  

Authentication, No 

Privacy 

MD5 / SHA No 

Access by an account (admin or 

user) and password with more 

than 8 characters, which is based 

on MD5 or SHA 

Security Level ς  

Authentication, Privacy 
MD5 / SHA 

Yes 

AES / DES 

Access by an account (admin or 

user) and password more than 8 

characters, which is based on 

MD5 or SHA. The data encryption 

is based on AES or DES and the 

key requires 8 to 32 characters. 

 

  



barox Kommunikation 
 

 

σπ 
 

/hbCLD¦w9 {bat {9w±9w LbChwa!¢Lhb 

 
For more information, hover the mouse over the icon in the system. 

¶ Basic Settings 

̢ {bat ±ŜǊǎƛƻƴ 

¢ƘŜ ǎȅǎǘŜƳ ŜƴŀōƭŜǎ ǘƘŜ {bat άǾмΣ ǾнŎ ŀƴŘ Ǿоέ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ōȅ ŘŜŦŀǳƭǘΦ ¢ƘŜ ǳǎŜǊǎ 

Ŏŀƴ ŜƴŀōƭŜ ǘƘŜ {bat ǎŜǊǾŜǊ ƻƴ ƻƴƭȅ άǾм ŀƴŘ ǾнŎέ ƻǊ άǾоέΦ άbƻƴŜέ ǊŜŦŜǊǎ ǘƻ ŘƛǎŀōƭƛƴƎ 

ǘƘŜ {bat ǎŜǊǾŜǊΦ 

̢ wŜŀŘ hƴƭȅ /ƻƳƳǳƴƛǘȅ 

¢ƘŜ ŎƻƳƳǳƴƛǘȅ ǳǎŜŘ ǘƻ ŀŎŎŜǎǎ ǘƘŜ {bat ǎŜǊǾŜǊ ǿƛǘƘ ǘƘŜ άǊŜŀŘπƻƴƭȅέ ǇǊƛǾƛƭŜƎŜΦ 

The max. length for the wŜŀŘ hƴƭȅ /ƻƳƳǳƴƛǘȅ is 32 characters. 
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Note: #, \ , ', ", ? are invalid characters. 

̢ wŜŀŘπ²ǊƛǘŜ /ƻƳƳǳƴƛǘȅ 

¢ƘŜ ŎƻƳƳǳƴƛǘȅ ǳǎŜŘ ǘƻ ŀŎŎŜǎǎ ǘƘŜ {bat ǎŜǊǾŜǊ ǿƛǘƘ ǘƘŜ άǊŜŀŘπǿǊƛǘŜέ ǇǊƛǾƛƭŜƎŜΦ 

The max. length for the wŜŀŘπ²ǊƛǘŜ /ƻƳƳǳƴƛǘȅ is 32 characters. 

Note: #, \ , ', ", ? are invalid characters. 

¶ SNMPv3 Settings 

¢Ƙƛǎ ǎŜŎǘƛƻƴ ƛǎ ŘƛǎǇƭŀȅŜŘ ƻƴƭȅ ǿƘŜƴ ǘƘŜ {bat ±ŜǊǎƛƻƴ ƛǎ ǎŜǘ ǘƻ άǾоέ ƻǊ άǾмΣ ǾнŎ ŀƴŘ ǾоέΦ ¢ǿƻ 

ŀŎŎƻǳƴǘǎ ŀǊŜ ǇǊƻǾƛŘŜŘ ς !ŘƳƛƴ ŀƴŘ ¦ǎŜǊ ǘƻ ŀŎŎŜǎǎ ǘƘŜ {bat ŀƎŜƴǘΦ ¢ƘŜ ǳǎŜǊǎ Ŏŀƴ ǎŜǘ ŘƛŦŦŜǊŜƴǘ 

ƭŜǾŜƭǎ ŦƻǊ ǘƘŜ н ŀŎŎƻǳƴǘǎΦ 

̢ {ŜŎǳǊƛǘȅ [ŜǾŜƭ 

bƻ !ǳǘƘŜƴǘƛŎŀǘƛƻƴΣ bƻ tǊƛǾŀŎȅΥ !ŎŎŜǎǎ ōȅ ŀƴ ŀŎŎƻǳƴǘ άŀŘƳƛƴέ ƻǊ άǳǎŜǊέΦ 

!ǳǘƘŜƴǘƛŎŀǘƛƻƴΣ bƻ tǊƛǾŀŎȅΥ !ŎŎŜǎǎ ōȅ ŀƴ ŀŎŎƻǳƴǘ άŀŘƳƛƴέ ƻǊ άǳǎŜǊέ ǿƛǘƘ ǇŀǎǎǿƻǊŘΦ 

!ǳǘƘŜƴǘƛŎŀǘƛƻƴΣ tǊƛǾŀŎȅΥ !ŎŎŜǎǎ ōȅ ŀƴ ŀŎŎƻǳƴǘ άŀŘƳƛƴέ ƻǊ άǳǎŜǊέ ǿƛǘƘ ǇŀǎǎǿƻǊŘ ŀƴŘ 

ǘƘŜ Řŀǘŀ ǿƛƭƭ ōŜ ŜƴŎǊȅǇǘŜŘΦ 

̢ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ ¢ȅǇŜ 

¢ǿƻ ŀƭƎƻǊƛǘƘƳǎ ŀǊŜ ǇǊƻǾƛŘŜŘ π a5р ŀƴŘ {I! ŦƻǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǇŀǎǎǿƻǊŘΦ 

̢ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ tŀǎǎǿƻǊŘ 

! ǎǘǊƛƴƎκƪŜȅ ƛǎ ǳǎŜŘ ǘƻ ŀǳǘƘŜƴǘƛŎŀǘŜ ǘƘŜ {bat {ŜǊǾŜǊ ŀƴŘ ƻōǘŀƛƴ ǘƘŜ ŀŎŎŜǎǎ ǇŜǊƳƛǎǎƛƻƴΦ 

Lǘ ǿƛƭƭ ōŜ ƘŀǎƘŜŘ ōȅ a5р ƻǊ {I! ōŜŦƻǊŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΦ 

The min. length for the wŜŀŘπ²ǊƛǘŜ /ƻƳƳǳƴƛǘȅ is 8 characters.  

The max. length for the wŜŀŘπ²ǊƛǘŜ /ƻƳƳǳƴƛǘȅ is 32 characters. 

Note: #, \ , ', ", ? are invalid characters. 

̢ 9ƴŎǊȅǇǘƛƻƴ ¢ȅǇŜ 

¢ǿƻ ŀƭƎƻǊƛǘƘƳǎ ŀǊŜ ǇǊƻǾƛŘŜŘ π !9{ ŀƴŘ 59{ ŦƻǊ Řŀǘŀ ŜƴŎǊȅǇǘƛƻƴΦ 

̢ 9ƴŎǊȅǇǘƛƻƴ tŀǎǎǿƻǊŘ 

! ǎǘǊƛƴƎκƪŜȅ ƛǎ ǳǎŜŘ ǘƻ ŜƴŎǊȅǇǘ ǘƘŜ Řŀǘŀ ǘƘŀǘ ƛǎ ǎŜƴǘ ǘƻ ǘƘŜ {bat ǎŜǊǾŜǊΦ  

The min. length for the wŜŀŘπ²ǊƛǘŜ /ƻƳƳǳƴƛǘȅ is 8 characters.  

The max. length for the wŜŀŘπ²ǊƛǘŜ /ƻƳƳǳƴƛǘȅ is 32 characters. 

Note: #, \ , ', ", ? are invalid characters. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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For more information, hover the mouse over the icon in the system. 

¶ Basic Settings 

̢ ¢ǊŀǇ aƻŘŜ 

¢ƘŜ ǎȅǎǘŜƳ ŜƴŀōƭŜǎ ǘƘŜ {bat άǾмΣ ǾнŎ ŀƴŘ Ǿоέ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ōȅ ŘŜŦŀǳƭǘΦ ¦ǎŜǊǎ Ŏŀƴ 

ŜƴŀōƭŜ ǘƘŜ {bat ǎŜǊǾŜǊ ƻƴƭȅ ƻƴ άǾм ŀƴŘ ǾнŎέ ƻǊ άǾоέΦ άbƻƴŜέ ƛƴŘƛŎŀǘŜǎ ŘƛǎŀōƭƛƴƎ ǘƘŜ 

{bat ǎŜǊǾŜǊΦ 

̢ LƴŦƻǊƳ wŜǘǊȅ 

¢ƘŜ {bat ǘǊŀǇ ǿƛƭƭ ǎŜƴŘ άwŜǘǊȅέ ǘƛƳŜǎ ǿƘŜƴ ǘƘŜ ǘǊŀǇ ǎŜǘ ǘƻ άǾн LƴŦƻǊƳέ ƻǊ άǾо LƴŦƻǊƳέ 

ƳƻŘŜΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ LƴŦƻǊƳ wŜǘǊȅ ƛǎ ŦǊƻƳ м ǘƻ мллΦ 

¢ƘŜ ŘŜŦŀǳƭǘ LƴŦƻǊƳ wŜǘǊȅ ƛǎ рΦ 

̢ LƴŦƻǊƳ ¢ƛƳŜƻǳǘ 

¢ƘŜ ƛƴǘŜǊǾŀƭ ƛǎ ǳǎŜŘ ǘƻ ǎŜƴŘ ǘǊŀǇ ǿƘŜƴ ǘƘŜ ǘǊŀǇ ǎŜǘ ǘƻ άǾн LƴŦƻǊƳέ ƻǊ άǾо LƴŦƻǊƳέ ƳƻŘŜΦ 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ LƴŦƻǊƳ wŜǘǊȅ ƛǎ ŦǊƻƳ м ǘƻ олл ǎŜŎƻƴŘόǎύΦ 

¢ƘŜ ŘŜŦŀǳƭǘ LƴŦƻǊƳ wŜǘǊȅ ƛǎ м ǎŜŎƻƴŘΦ 
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̢ ¢ǊŀǇ wŜŎŜƛǾŜǊ Lt 

¢ƘŜ Lt ŀŘŘǊŜǎǎ ƛǎ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǘǊŀǇ ǎŜǊǾŜǊ ǘƻ ǊŜŎŜƛǾŜ ǘƘŜ ǘǊŀǇ ƛƴŦƻǊƳŀǘƛƻƴΦ 

̢ /ƻƳƳǳƴƛǘȅ 

¢ƘŜ ǎǘǊƛƴƎ ƛƴ ǘƘŜ {bat ǘǊŀǇ ƛǎ ǘƘŜ ƛŘŜƴǘƛǘȅ ƻŦ ǘƘŜ ŘŜǾƛŎŜΦ 

The max. length for the /ƻƳƳǳƴƛǘȅ is 32 characters. 

Note: #, \ , ', ", ? are invalid characters. 

¶ SNMPv3 Trap/Inform Settings 

¢Ƙƛǎ ǎŜŎǘƛƻƴ ƛǎ ŘƛǎǇƭŀȅŜŘ ƻƴƭȅ ǿƘŜƴ ¢ǊŀǇ aƻŘŜ ŀǊŜ ǎŜǘ ǘƻ άǾо ¢ǊŀǇέ ƻǊ άǾо LƴŦƻǊƳέΦ 

̢ ¦ǎŜǊƴŀƳŜ 

{ǇŜŎƛŦȅ ǘƘŜ ǳǎŜǊƴŀƳŜ ŦƻǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǿƛǘƘ ǘƘŜ {bat ǘǊŀǇ ǎŜǊǾŜǊΦ 

̢ 9ƴƎƛƴŜ L5 

¢ƘŜ 9ƴƎƛƴŜ L5 ƛǎ ǘƘŜ ƛŘŜƴǘƛŦƛŜǊ ŦƻǊ ǘƘŜ ƎƛǾŜƴ {bat ŀǇǇƭƛŎŀǘƛƻƴΦ 

̢ {ŜŎǳǊƛǘȅ [ŜǾŜƭ 

bƻ !ǳǘƘŜƴǘƛŎŀǘƛƻƴΣ bƻ tǊƛǾŀŎȅΥ !ŎŎŜǎǎ ǳǎƛƴƎ ǘƘŜ ǳǎŜǊƴŀƳŜ ŀǎǎƛƎƴŜŘ ǘƻ ǘƘŜ ǳǎŜǊǎΦ 

!ǳǘƘŜƴǘƛŎŀǘƛƻƴΣ bƻ tǊƛǾŀŎȅΥ !ŎŎŜǎǎ ǳǎƛƴƎ ǘƘŜ ǳǎŜǊƴŀƳŜ ŀǎǎƛƎƴŜŘ ǘƻ ǘƘŜ ǳǎŜǊǎ ǿƛǘƘ 

ǇŀǎǎǿƻǊŘΦ 

!ǳǘƘŜƴǘƛŎŀǘƛƻƴΣ tǊƛǾŀŎȅΥ !ŎŎŜǎǎ ǳǎƛƴƎ ǘƘŜ ǳǎŜǊƴŀƳŜ ŀǎǎƛƎƴŜŘ ǘƻ ǘƘŜ ǳǎŜǊǎ ǿƛǘƘ 

ǇŀǎǎǿƻǊŘ ŀƴŘ ǘƘŜ Řŀǘŀ ǿƛƭƭ ōŜ ŜƴŎǊȅǇǘŜŘΦ 

̢ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ ¢ȅǇŜ 

¢ǿƻ ŀƭƎƻǊƛǘƘƳǎ ŀǊŜ ǇǊƻǾƛŘŜŘ π a5р ŀƴŘ {I! ŦƻǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǇŀǎǎǿƻǊŘΦ 

̢ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ tŀǎǎǿƻǊŘ 

! ǎǘǊƛƴƎκƪŜȅ ƛǎ ǳǎŜŘ ǘƻ ŀǳǘƘŜƴǘƛŎŀǘŜ ǘƘŜ {bat ǘǊŀǇ ǎŜǊǾŜǊ ŀƴŘ ƻōǘŀƛƴ ǘƘŜ ǇŜǊƳƛǎǎƛƻƴΦ 

Lǘ ǿƛƭƭ ōŜ ƘŀǎƘŜŘ ōȅ a5р ƻǊ {I! ōŜŦƻǊŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΦ 

The min. length for the wŜŀŘπ²ǊƛǘŜ /ƻƳƳǳƴƛǘȅ is 8 characters.  

The max. length for the wŜŀŘπ²ǊƛǘŜ /ƻƳƳǳƴƛǘȅ is 32 characters. 

Note: #, \ , ', ", ? are invalid characters. 

̢ 9ƴŎǊȅǇǘƛƻƴ ¢ȅǇŜ 

¢ǿƻ ŀƭƎƻǊƛǘƘƳǎ ŀǊŜ ǇǊƻǾƛŘŜŘ π !9{ ŀƴŘ 59{ ŦƻǊ Řŀǘŀ ŜƴŎǊȅǇǘƛƻƴΦ 

̢ 9ƴŎǊȅǇǘƛƻƴ tŀǎǎǿƻǊŘ 

! ǎǘǊƛƴƎκƪŜȅ ƛǎ ǳǎŜŘ ǘƻ ŜƴŎǊȅǇǘ ǘƘŜ Řŀǘŀ ǎŜƴǘ ǘƻ ǘƘŜ {bat ǘǊŀǇ ǎŜǊǾŜǊΦ  

The min. length for the wŜŀŘπ²ǊƛǘŜ /ƻƳƳǳƴƛǘȅ is 8 characters.  

The max. length for the wŜŀŘπ²ǊƛǘŜ /ƻƳƳǳƴƛǘȅ is 32 characters. 

Note: #, \ , ', ", ? are invalid characters. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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DHCP 

5I/t {9w±9wκ/[L9b¢ 

DHCP, Dynamic Host Configuration Protocol, is a standardized protocol used in the IP networks. 

The DHCP Server holds an IP address pool and when a DHCP Client request for an IP address, the 

DHCP Server picks an IP address from the pool and assigns it to the client. DHCP Server also manages 

other IP information such as Default Gateway and DNS Server. DHCP is very useful to configure the 

IP information for a number of devices. Only the administrator can enable the DHCP Client for each 

device and setup the DHCP Server. The clients will then obtain a unique IP address and other IP 

settings to connect to the network. 

5I/t {9w±9w .Lb5LbD 

Apart from dynamically allocating an IP address to a DHCP Client, the DHCP Server also provides 

a function to manually assign a static IP address to the device with a specific MAC Address. This is 

called as DHCP Server Binding.  

5I/t w9[!κ̧ht¢Lhbун 

 In a large network, there might be several subnets existed and the DHCP Client is not able to 

serve by DHCP Servers directly. In this case, we need a relay agent to help to transmit the request 

frames to the DHCP Servers. When a relay agent receives the broadcast request frame from a DHCP 

Client, the relay agent will transmit the frame to the DHCP Servers, which are in the same subnet by 

unicast. 

Option 82 is an information option to identify the clients by Circuit ID and Remote ID. The Circuit 

ID is an identity containing the interface name and/or VLAN information, and the Remote ID is to 

identify the remote host (the relay agent). The DHCP Server can distribute an IP address to the DHCP 

Client according to Option 82 information and make the IP addresses more controllable. 

The frame format for the Circuit ID is as below: 

 

¶ VLAN 

The VLAN field is for the management VLAN ID, which is natively set to 1. 
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¶ Module 

The stack number for the device sending the DHCP request is on. For industrial switches, this 

byte is always filled as 0. 

¶ Port 

The port number identifies the incoming DHCP request frame/DHCP Client.  

 

 The frame format for the Remote ID is as below: 

 

¶ MAC Address 

By default, the MAC address is set to the MAC address of DHCP relay agent. 

/hbCLD¦w9 5I/t /[L9b¢ 

 

¶ IPv4 Mode 

Set the IPv4 Mode ǘƻ άDHCP Clientέ ǘƻ ŜƴŀōƭŜ the DHCP Client. The system sends a discovery 

frame to the network and tires to obtain an IP address from the DHCP Server.  

After enabling the DHCP Client, users need to connect to the Console Port to get the IP 

address by using άshow ip addressέ ƻƴ ǘƘŜ CLI. 
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¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

/hbCLD¦w9 5I/t {9w±9w LbChwa!¢Lhb 

 

For more information, hover the mouse over the icon in the system. 

¶ Server Status 

Shows the status of the DHCP server: Down or Up. 

¶ Server Mode 

ά9ƴŀōƭŜέ ƻǊ ά5ƛǎŀōƭŜέ the DHCP Server function. 

¶ Start IP Address 

Set the range of the Lt ǇƻƻƭΦ ¢ƘŜ ά{ǘŀǊǘ Lt !ŘŘǊŜǎǎέ is the starting. 

ά{ǘŀǊǘ Lt !ŘŘǊŜǎǎέ Ƴǳǎǘ ōŜ ƛƴ ǘƘŜ same subnet as that of the switch itself. 

¶ End IP Address 

{Ŝǘ ǘƘŜ ǊŀƴƎŜ ƻŦ Lt ǇƻƻƭΦ ¢ƘŜ ά9ƴŘ Lt !ŘŘǊŜǎǎέ is the end. 

ά9ƴŘ Lt !ŘŘǊŜǎǎέ Ƴǳǎǘ ōŜ ƛƴ ǘƘŜ same subnet as that of the switch itself. 

¶ Default Gateway 

Set the Default Gateway for the DHCP Clients to make them connect to the WAN. 

ά5ŜŦŀǳƭǘ DŀǘŜǿŀȅέ must be in the same subnet as that of the switch itself. 

¶ DNS Server 

Set the DNS Server for the DHCP Clients to make them connect to another device based on 

the URL instead of IP address. 
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¶ Lease Time 

DHCP Server leases an IP address to a device for a period of time. When the lease time expires, 

the DHCP server may assign a different IP address in the pool to the device. 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 

/hbCLD¦w9 5I/t {9w±9w .Lb5LbD LbChwa!¢Lhb 

 

For more information, hover the mouse over the icon in the system. 

¶ Binding ID 

An ID used to identify the binding. 

¢ƘŜ ǊŀƴƎŜ ƻŦ ǘƘŜ .ƛƴŘƛƴƎ L5 ƛǎ ŦǊƻƳ м ǘƻ онΦ 

¶ MAC Address 

The device with the specified MAC Address will be assigned to the static Binding IP Address. 

¶ Binding IP Address 

A static IP Address will be assigned to the specified MAC Address. 

¶ Υ /ƭƛŎƪ ǘƘŜ Ǉƭǳǎ ƛŎƻƴ ǘƻ ŀŘŘ ŀ 5I/t .ƛƴŘƛƴƎ ǊƻǿΦ 

¶ Υ /ƭƛŎƪ ǘƘŜ ǊŜƳƻǾŜ ƛŎƻƴ ǘƻ ŘŜƭŜǘŜ ǘƘŜ 5I/t .ƛƴŘƛƴƎ ǊƻǿΦ 

¶  (Apply Button) 

After configuring above fields, click "Apply" button to make the changes effective. 
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/hbCLD¦w9 5I/t w9[!¸ LbChwa!¢Lhb 

 

For more information, hover the mouse over the icon in the system. 

¶ Relay Basic Settings 

̢ wŜƭŀȅ aƻŘŜ 

ά9ƴŀōƭŜέ ƻǊ ά5ƛǎŀōƭŜέ ǘƘŜ 5I/t wŜƭŀȅ ŦǳƴŎǘƛƻƴΦ 

̢ wŜƭŀȅ hǇǘƛƻƴун 

ά9ƴŀōƭŜέ ƻǊ ά5ƛǎŀōƭŜέ ǘƘŜ 5I/t wŜƭŀȅ ǿƛǘƘ hǇǘƛƻƴун ǘŀƎΦ 

  


























































































































































