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1 INTRODUCTION

These Operating Instructions describe the commissioning of the switches and the configuration
of the most important basic functions.

All persons using this manual should have the following skills:

1 Knowledge of how to install and operate electronic devices

1 Experience with using computer systems

1 Knowledge of Local Area Networks (LANs) and a general knowledge of IP communications
1 Knowledge on working with web browsers

1.1 Contents
This Operating Manual is divided into the following chapters:

1. Introduction
2. Commissioning of the switches
3. Diagnostic tools and firmware upgrades

1.2 About Us

In all situations where a network is required to transmit high-quality video content fast and
securely, barox Kommuni k AWSi switthes guareanteegpéoneering P OWE R H
connections.

barox Kommunikation designs, coordinates and supplies everything from a simple, point-to-point
connection to a large area network running multicast applications.

1.3 Website

Information on our full range of switches as well as download links to our data sheets,
documentation and the latest firmware are available on our website: www.barox.ch.

1.4 Support

Our POWERHAUS Partners are available to help you should you have any problems or
guestions regarding the configuration of your switches.

2 Short Description

All our RY switches are manageable, full Gigabit IP switches with layer 2/2+ functionality. We
offer a range of different models with a varying number of optical and electrical ports which 1
depending on the model T can support anything up to POE++.

2.1 Special Features for Video Networks

i Active Camera Monitoring

Cameras powered via a PoE connection from the switch are continually monitored. In the case of
a camera failure, the switch automatically restarts the camera all by itself. Should this operation
fail, the switch automatically sends out an alarm via SNMP.

i Active Monitoring of the POE Power Supply
Should the amount of power requested from the switch be too high, e.g. through a defective
camera, the switch will automatically send out an alarm via SNMP.

i Active Management of the Level of POE Power Supplied
When the switch is started up, the individual PoE ports can be started up one after another to
avoid overloading the PoE power supply.

barox Kommunikation 5
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i Other Useful Features

Jumbo Frames up to 9,600Bytes are supported at 1 Gbits and also 100 Mbits.

Port security by means of MAC address restriction and IP identification

Readability and provision of certificates, resp.

Extra high backplane performance for smooth video transmission at full port utilisation

Ports using PoE can be detected at the push of a button (front panel).

2.2 DMS (Device Management System)

The switch is equipped with an integrated network monitoring and control system that uses

a very simple method to provide the user with an excellent overview of the whole network.

The network Topology View provides a quick overview of all the switches and terminal equipment
in the network, e.g. IP cameras and servers, together with information on their respective IP
addresses, device types and device descriptions. Plans showing the floor layout and the local
environment can be stored as background images. These allow the user to quickly access
specific network equipment 1 even without special knowledge of the IP structure.

Finalised plans can then be exported and included in the documentation.

3 Commissioning

The switches can be configured using a web browser. To do this, a PC/laptop can be connected
to any desired RJ45 port. Care should be taken to ensure that the IP address of the PC/laptop
belongs to the same network segment as the switch. For example: 192.168.1.111.

Alternatively, the switches can also be configured via a CLI (console port). In this document, the
switch is configured using a web browser.

3.1 Factory Default and Login

The switches are supplied with the following factory default settings:
IP address: 192.168.1.1

Subnet mask: 255.255.255.0

User: admin

Password: admin

A connection can be made to the switch by entering the IP address of the switch (192.168.1.1)
straight into a web browser. To log in, the user simply enters the user name and password listed
above.

Login e+ - o
< c @ 192.168.1.1 n @ =

£ Meistbesucht @ Erste Schritte

Once the Il ogin process has been successfully compl et

automatically displayed showing the most important information on the switch.
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3.2 System Information

This page displays the most important information on the switch.

RY-LGSP16-10

& c @

£ Meistbesucht @) Erste Schritte

H e &
> Harox
RY-LGSP16-10 System Information 1 @Home Niids
Switch DMS 5
Model Name RY-LGSP16-10
# Configuration <
System Description 10-Port GbE Web Smart+ Managed PoE Switch
8 Monitor v -
Location Labor
» System v
Contact Labor
> Information
> IP Status System Name RY-LGSP16-10
> Log System Date 2011-01-01T04 2 11+01:00
> Detailed L
- System Uptime 033
> Overview
» Green Ethemet < Bootloader Version v1.15f
» Ports. < Firmware Version v6.54.3132 4 19-04-04
= oo € Hardware Version v1.01
» Security <
» LACP 2 Mechanical Version v1.01
> Loop Protection Serial Number C012317AR0300002
2 Spantiogtiee <| MAC Address 38-b8-b-20-34-62
» IPMC <
Memory Total=85447 KBytes, Free=72268 KBytes, Max=71984 KBytes
» LLDP <
> PoE FLASH 0x40000000-0x41ffffff, 512 x 0x10000 blocks
TNAC e CPU Load (100ms, 1s, 10s) 0%, 4%, 2%

Key:

. Name of the switch model
Firmware version
Hardware version

MAC address

oD
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3.3 Set a Static IP Address or use DHCP

The first step is to allocate an IP address to the switch. To do this, go to the
AConf i gur at Pommanu B the naeigatioh tree.

< c o ‘ZEJ 192.168.1.1/ip_config.ntm| vo(80% e {}‘ mn o =
= H -
> barox= °c

RY-LGSP16-10 IP Configuration

Switch DMS

Mode Host ~
& Configuration v

Syt DNS Server

> Information DNS Proxy 0

> IP

> NTP IP Interfaces

> Time

it 1Pv4 DHCP
» Green Ethemet < Delete VLAN Enable
» Ports Configuration <
» DHCP < U
» Secuiity <

‘Add interface
» Aggregation <
> Loop Protection Link-Local Address binding interface
» Spanning Tree <
LA € IPRoutes
»LLDP <
» PoE . Delete Network
> MAC Table O 0000
> VLANs
g 160.254.0.0

» Private VLANs <
»VCL e 192.168.1.0
» Voice VLAN <
» QoS « adud
+ g

Static IP_Address

In the above image, one can see that the IP address of the switch is 192.168.1.1, that the subnet
mask is 24 (255.255.255.0) and that it belongs to VLAN 1. This means that VLAN 1 is the

management VLAN.

Fallback

0

Mask Length

Current Lease

Gateway
192.168.1.254
192.168.1.1

192.168.1.1

1Pv4

Address

192.168.1

1

Next Hop VLAN
[}
0

[}

Mask Length

If the switch is to be allocated a new IP address, the existing IP address is simply overwritten
blyy oc liiccokni.n gT hoen stahnee faAppppl i e s, i f ot

and then confirmed
to be changed.

DHCP

I
t

DHCPO

needs

f the switch is to be integrated into a network where a DHCP server allocates the IP addresses,
he check box underneath Al Pvi4

The DHCP server will then allocate an IP address to the switch within the pre-defined range.
There are now two ways of finding out which IP address has been allocated.

a) Software tool, e.g.: SoftPerfect Network Scanner

https://www.heise.de/download/product/network-scanner-13270

b) Console port

This method requires using the console cable supplied with the switch. The console port of the
switch is an RS232 interface, i.e. a PC/laptop with a serial interface or a USB-RS232 adapter is

required.
To configure the s

wi t ch

via t

http://www.chip.de/downloads/PuTTY 12997392.html
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The factory default settings of the CLI interface are as follows:

Bit rate: 115,200
Data bits 8
Parity: None
Stop bits: 1

Flow control: None

If the serial interface is used to connect up to the switch, the user needs to log on using the user
name and password.

The following command can be used to show the IP address:
RY-LGSP23-26%# show ip interface brief

C Important: This change now needs to be permanently saved.

To do this, access the switch by entering the new IP address in the web browser and then click
on the diskette symbol at the top right-hand corner.

3.4 Gateway Configuration

If a new IP address is allocated to the switch, it is also mandatory to modify the gateway address
accordingly.

IP Routes
Delete Network Mask Length Gateway Next Hop VLAN
[: 0.0.0.0 0 192.168.1.254 0

169.254.0.0 16 192.168.1.1 0

192.168.1.0 24 192.168.1.1 0

To change the gateway address, the respective line first needs to be deleted and then re-created
using the right address. The network address must be

Then all that needs to be done is to rewrite the gateway address using one that corresponds to
the network.

3.5 Time Configuration

The system time used by barox Kommunikation switches can either be configured manually or
via an NTP server. The whole purpose of defining the time is to use it in the log file. If an error
message is generated, a date stamp is added to the respective entry in the log file so that the
downtime and/or the time when the error occurred is accurately recorded which helps to localise
the possible cause.

3.5.1. Local Settings

I n the AConfigur ateiupng Slyed¢ te mih Ts eneldoc al Settingsodo as
date and time are then manually entered in the specified format in the field nexttoiSy st em Dat e 0
and then confirmed using the #AApplyodo button.

C If the switch is restarted, the time is deleted and needs to be re-configured as the switch
does not have its own backup battery.

barox Kommunikation 9



RY-LGSP16-10 P+

& c @ ® 192.168.1.1/c
L Meistbesucht @) Erste Schritte

> barox=

RY-LGSP16-10

Time Configuration

@Home Time

Switch DMS
Time Configuration
& Configuration v
» System . Clock Source Use Local Settings v
> Information
System Date 2011-01-01 04445 ( yyyy-mm-dd hh:mm:ss )
> IP
> NTP . N .
Time Zone Configuration
> Time
> Log Time Zone (GMT+01:00) Amsterdam, Beriin, Bern, Rome, Stockhoim, Vienna ~ |v
» Green Ethernet <
» Ports Configuration < Acronym (0-16 characters )
» DHCP <

3.5.2. NTP (Network Time Protocol)

The Network Time Protocol is a standard for synchronising clocks in computer systems using
packet-based communication networks.

Configuration is done in two steps.

3.5.2.1. NTP Server

The first step is to tell the switch where it needs to go to get the time.

If the time isto be retrievedd i rectly from the DHCP server, the en
to be set to AEnabl edo. The | P address of the DHCP

However, if the time is to be retrieved from another specific source, for example from a time
server, NTP server, firewall etc., the respective

address 10 field. This is the only way of ensuring
respective IP address. Up to 5 sources can be defined.

I f there is no time source avail abl e retriavedofrore@&s o wn
external source via the Internet, it is possible to enter the external NTP server details directly, e.g.
213.209.109.45 at http://www.pool.ntp.org/de/

RY-LGSP16-10 P+ =
& c @ ® 192.168.1.1/ntphtm 9 % N @ =
£ Meistbesucht @) Erste Schritte
> barox-= SRl
RYLGSP1610  \1p configuration -

Switch DMS

Automatic

Enabled |v
& Configuration v

% Systam . Server address via DHCP

> Information

> 1P NTP Time-Sync Interval 60 |v

> NTP

Server address 1 213.200.109.45
> Time
> Log Server address 2

» Green Ethernet

<
Server address 3

» Ports Configuration <
» DHCP < Server address 4

» Security <
’ Server address 5

» Aggregation <

> Loop Protection

» Spanning Tree <
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3.5.2.2.Time Settings

Now the AClock Sourceod0 must be set to AUse NTP Ser ve

menu.

RY-LGSP16-10 x &g = <
& c @ ® 192.168.1.1/daylight_saving_config.htm o mn o =
£¥ Meistbesucht @ Erste Schritte
> barox-= ke

RY-LGSP16-10 Time Configuration o s

Switch DMS
Time Configuration
& Configuration v
» System < Clock Source Use NTP Server
Infc ti Use Loc g5

> Iifomation System Date Use NTP Server yyyy-mm-dd hh:mm:ss )

> 1P

> NTP ) ) )

Time Zone Configuration

> Time

> Log Time Zone None i
» Green Ethernet <
» Ports Configuration < Acronym (0-16 characters )

» DHCP <

As time servers generally broadcast Greenwich Mean

accordingly to ensure that 1) the time is correct and 2) the system switches correctly between
summer and winter time.

RY-LGSP16-10 x g

<« c @ ® 192.168.1.1/daylight_saving_config.ht

14 n @ =
$# Meistbesucht @) Erste Schritte
> barox-= B
RY-LGSP16-10 Time Configuration @Home g Time
Switch DMS
Time Configuration
£ Configuration v

» System . Clock Source Use NTP Server  |v

Infc i
» [ System Date 2019-05-06 14564 ( yyyy-mm-dd hh:mm:ss )
> 1P

> NTP P . "
Time Zone Configuration

> Time

> Log

» Green Ethernet

Time Zone (GMT+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna ~ |v

» Ports Configuration < Acronym

» DHCP <

(0 - 16 characters )

As soo
Dateo field.

>
o}
(7]
—
>
(]

switch can access the time and dat e,
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3.6 Port Configuration

The ports are set to Auto mode when they leave the factory. Auto-negotiation is the procedure
which allows two connected Ethernet network ports to independently negotiate and configure the
highest-possible transmission speed as well as the duplex mode. This procedure only applies to
twisted pair cables T not to fibre optic connections.

Nevertheless, in some cases the terminal device may not be correctly recognised. This
sometimes occurs when using a camera with a 100 Mbps interface. In this case, the port
must be manually set to 100 Mbps.

If a port is not to be used for security reasons, this can be disabled completely. In this case,
the configuration mode should be set to ADisabl edo.

RY-LGSP16-10 b+ =
« cC @ ® 192.168.1.1/portsht w n @ =
£t Meistbesucht @) Erste Schritte
~
> barox-= s
RY-LGSP16-10 Ports Configuration Bome i
Switch DMS B
# Configuration v
> Systom . Speed Flow Control
» Green Ethernet < Port Link Current Configured Current Rx Current Tx Configured Maximum Frame Size
» Ports Configuration v
v O 9600
> Ports
> Ports Description 1 (\\ 1Gfdx Biito & @ @ O 9600
» DHCP @
» Security - P ) Down ‘ Aillo ] @ (7)) O 9600
» Aggregation < abled
> Loop Protection » 961
& 3 . G 10Mbps HDX ® @ O 9600
» Spanning Tree < 10Mbps FDX
» IPMC . 4 [ ] Down 00Hips EOX Q (7)) 0 9600
» LLDP < 1Gbps FDX
» PoE < 5 . Down Auto v ® @ D 9600

> MAC Table

3.6.1. SFP Port

The SFP ports are also equipped with an Auto mode. This is different to the auto-negotiation
procedure used by copper ports. SFP ports are only capable of recognising the transmission
speed through auto-negotiation and only support full duplex mode.

In some cases, a switch may not correctly detect whether an SFP is a 100 Mb or 1000 Mb model
which will prevent the latter from functioning. In such cases, the port data rate needs to be set
manually.

9 . Down Auto v @ @ D 9600
10 . Down Auto ® @ D 9600
Disabled
Auto
rooy [l

1Gbps FDX

The SFP ports of the switches are not coded. This means that SFPs supplied by other
manufacturers can be used 1 whereby no guarantee is supplied that these will function properly.

The barox Kommunikation product range includes SFPs for multi and single mode fibres with
transmission speeds of 100 Mbps, 1 Gbps and 10 Gbps. Distances of between 550 m and
120 km can be achieved depending on the type of fibre and transmission speed.

c Please also refer to http://www.barox.ch/cm/produkte/product/ip-produkte/zubehoer/ac-sfp
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3.7 Change of User Name and Password

barox Kommunikation switches offer the option of generating a number of users with different
rights. Up to 15 different levels can be defined.

Level 15 is the highest level and is intended to be used by the administrators.

Anot her s e

u r ca
fiPasswordo and

ing on AAdd Ne
to be defined.

The exact range of rights applying to the new user
menu.

In the following example, the technician concerned has a privilege level of 10, i.e. he/she is
allowed to configure everything based on his/her Read/Wr i t e r i ght s. However, thi:
ADebugodo r i gniitéeds haarte hed stlhe cannotdaaeven read fADebugbod
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